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Abstract

We show deterministic polynomial time algorithms over some family of finite fields for solving
univariate polynomial equations and some related problems such as taking nth roots, construct-
ing nth nonresidues, constructing primitive elements and computing elliptic curve “nth roots”.
In additional, we present a deterministic polynomial time primality test for some family of in-
tegers. All algorithms can be proved by elementary means (without assuming any unproven
hypothesis).

The problem of solving polynomial equations over finite fields is a generalization of the following
problems over finite fields

e constructing primitive nth roots of unity,

e taking nth roots,

e constructing nth nonresidues,

e constructing primitive elements (generators of the multiplicative group)

for any positive n dividing the number of elements of the underlying field. By the Tonelli-Shanks
square root algorithm [21, 19] and its generalization for taking nth roots, constructing nth non-
residues and taking nth roots are polynomial time equivalent for all n. It is clear that primitive nth
roots of unity can be computed efficiently from any nth nonresidue when n is prime. It is obvious
that a primitive element is also an nth nonresidue. In [20], we showed that, for some families of
finite fields, once we can compute a primitive nth root of unity for some suitably chosen n, we can
take square roots.

The problem of solving polynomial equations is a special case of the problem of polynomial
factoring. There is a deterministic polynomial time algorithm, Lenstra-Lenstra-Lovasz [15], for
factoring polynomials over rational numbers. For polynomial factoring over finite fields, we have
Berlekamp’s algorithm [4], which is deterministic but exponential time. So it only works well in
small finite fields. There is a probabilistic version of Berlekamp’s algorithm [5] for large finite fields.
We also have Cantor-Zassenhaus [7], which is a probabilistic algorithm, for polynomial factoring
over finite fields. For a survey of polynomial factoring, see [10].

The problem of solving polynomial equations is to find the solutions of f(x) = 0 over F,, where
[F, is a finite field with ¢ elements and f(x) € Fy[z] is a polynomial with deg f = O(poly(logq)).
We may assume f is a product of distinct linear factors since squarefree factorization! (see [26] and

'Suppose the input polynomial is a product of some irreducible factors with multiplicity > 1. Squarefree factor-
ization is the process finding the product of the same set of irreducible factors with multiplicity equal 1.



[13]) and distinct degree factorization (see [10]) can be done efficiently. If f has a multiple root,
then (f, f’) is a non-trivial factor of f, where f’ is the first derivative of f. Since 29—z is a product
of all linear polynomials in Fy[z]|, we can work on (f(z),z? — x) instead of f(x).

In addition to the polynomial factoring algorithms discussed above, algorithms related to solv-
ing univariate polynomial equations in finite fields include the following: Tonelli-Shanks [21, 19],
Adleman-Manders-Miller [1] and Cipolla-Lehmer [8, 14] are polynomial time square root algorithms,
which require a quadratic nonresidue as an input. Shanks’ algorithm can be generalized to take nth
root with a given nth nonresidue. Schoof’s algorithm [18], which takes square root for the elements
in prime fields, is deterministic but the running time is polynomial only if the input element is
small. Some deterministic polynomial time algorithms for constructing primitive rth roots of unity
and taking square roots over some families of finite fields are shown in [20].

All running times are given in term of bit operations. We ignore logarithmic factors in running
time. Polynomial multiplication, division with remainder, gcd over finite fields can be implemented
by fast Fourier transform (FFT) and other fast methods with running time O(dlog ¢), where ¢ is
the number of element in the field and d is an upper bound of the degrees. See see [9], [17], [13]
and [23].

The main results are presented in Section 1. The problems of taking rth root, testing of
primality, solving polynomial equations and computing elliptic curve “nth roots” are discussed in
Section 2, Section 3, Section 4 and Section 5, respectively.

1 Main Results

In this paper, we show deterministic polynomial time algorithms for taking nth roots, constructing
nth nonresidues, constructing primitive elements, solving polynomial equations and computing
elliptic curve “nth roots” over some family of finite fields. In additional, we present a deterministic
polynomial time primality test for some family of integers. The main results are summarized by
the theorems at the end of the section. All theorems can be proved by elementary means.

Definition 1.1. Let F; be a family of finite fields such that for all ' € F;, F' has q elements with
(i) g=r1{" -t +1,
(ii) ri,--- ,rm are distinct primes and (t,r1---1rm) =1,
(iii) e; > 1 for 1 < j <m, and
(i) ri1+ -+ rym +t = O(poly(logq)).
(v) a primitive r;th root of unity (,, can be computed efficiently for 1 < j < m.

Informally, F; is a set of finite fields in which a primitive ¢th of unity can be computed for all
prime factors £ of ¢ — 1 except for ¢|t. For deterministic polynomial time algorithms constructing
primitive rth root of unity over finite fields, see [20].

Denote the union of all F; for ¢t > 1 by

i EAUED (1)

t>1

Note that all prime factors of ¢ — 1 are small for F, € F. Therefore, the factorization of ¢ — 1 can
be computed efficiently. We summarize the main results below.



Theorem 1.2. Let F, € F. Forr € {ri, - ,rm}, there is a deterministic polynomial time
algorithm computing an rth root of any rth residue in F,. Equivalently, there is a deterministic
polynomial time algorithm constructing an rth nonresidue in Fy.

Theorem 1.3. Let F, € F1. There is a deterministic polynomial time algorithm constructing a
primitive element in IFy.

Theorem 1.4. Let N =1t + 1 for some prime r and some positive integers t and e with r¢ > .
There is an O(r?(log? N)(t + rlog N)) deterministic primality testing algorithm. If r is a small
constant and t = O(log N), the running time is O(log> N).

Theorem 1.5. Let F, € Fi. There is a deterministic polynomial time algorithm solving any
polynomial equation over IFy.

Theorem 1.6. Let F, € F1. There is a deterministic polynomial time algorithm computing elliptic
curve ‘nth roots” over IFy.

2 Taking rth Roots

In this chapter, we extend the square root algorithms in [20] and show deterministic polynomial
time algorithms for taking rth roots in some finite fields. Like the relationship between taking
square roots and constructing quadratic nonresidues, the problem of constructing rth nonresidues,
r a small positive integer and r not the characteristic of the field, is polynomial time reducible to
the problem of taking rth roots, and vice versa. Clearly, if we can take rth roots, we can first pick
a non-zero, non-identity element in a finite field, then keep taking rth roots and finally obtain an
rth nonresidue. For the converse, Shanks’ square root algorithm [19] can be generalized to take
rth root with a given rth nonresidue.

In [3], Barreto and Voloch showed deterministic polynomial time algorithms for taking rth root
in the finite field F, when (r,¢q —1) =1 or r||¢ — 1 (i.e. rl]¢ — 1 and ((¢ — 1)/r,r) = 1). Buchmann
and Shoup [6] provided a deterministic algorithm for constructing kth power nonresidues over finite
fields. Their algorithm is polynomial time under the assumption of Extended Riemann Hypothesis.
For other related results, see [20].

Let F, € F; (see Definition 1.1) be a finite field with ¢ elements. Suppose

g=a" for some o € F, and some integer r > 1. (2.1)

The problem of taking rth roots over F, is to find «, given a finite field F,, an element 8 and an
integer r. If ¢ — 1 is not divisible by 2, we can compute « easily. Therefore, assume

re{r, o, rm} and r¢||qg — 1 for some e > 2

for the rest of the section. We show a deterministic polynomial time algorithm (Algorithm 2.11)
for finding a non-trivial factor of 2" — 3. Then « can be computed by Lemma 2.1 below. The
input parameters are r, e, # and Fy (includes t, 71,--- , 7, €1, , ey, defined in Definition 1.1),
which are globally available. Unlike other algorithms for taking rth roots, Algorithm 2.11 does
not require an rth nonresidue as an input and the associated proofs do not require any unproven
hypothesis, like the Riemann Hypothesis. For the rest of this section, let

p =G, a fixed primitive 7 root of unity in F,. (2.2)

Lemma 2.1. Given a non-trivial factor of " — 3, we can compute an rth root of (5 efficiently.



Proof Suppose 2% 4+ ag_1z% 1 + -+ qg € [F,[x] is a non-trivial factor of 2" — 3. Since 2" — § =
T2 0(3: — pla), we have ag = (—1)%p*a? for some integer k. We also have (d,r) = 1 because d < r
and r is prime. Find integers u,v by the Euclidean algorithm such that ud + vr = 1. Finally,
(—1)%aq¥BY = pFuq is an rth root of S. O

The computations of the square root algorithms in [20] are performed over a group Go. It
is possible to formulate the square root algorithms over Fy[z]/(z? — 3) for factoring 2? — 3. We
generalize this idea and work on F,[z]/(2" — ) for factoring 2" — 3. The “problem” of working
on Fylz]/(z" — () is that there are non-units in F,[z]/(z" — #). However, if we can find a non-
zero, non-unit element f, then (f(x),z" — ) is a non-trivial factor of " — #. This idea is similar
to Lenstra’s elliptic curve integer factoring algorithm [11]. He works on the ring Z/nZ for some
composite n and try to find a non-zero, non-unit element e in Z/nZ. Then, (e,n) is a non-trivial
factor of n.

In our algorithms, we need to determine whether f(x) is equal to zero in the ring F,[z]/(z" — )
for some polynomial f(x) € Fylz]. Compute h(z) = (f(x),z" — 8). If h(x) is a non-trivial factor
of " — 3, we are done. Otherwise, f(x) is either divisible by z" — (3 or relatively prime to =" — 3.
We have the following algorithm.

Algorithm 2.2. isZero(f) /* Comment: is f(x) =0 (mod z" — ()7 */
{
compute h(z) = (f(z),z" — B);
if degh =0
return FALSE;
else if degh =r
return TRUE;
else
output h and halt; /* Comment: found a non-trivial factor of ™ — 3. */

}

2.1 Step 1: Find a Suitable Element «

Define a rational function ), (z) over F, as

Yo(x) = a-® for some a € F, such that a" # (3.
a— px
Then, A
Ya(x) =¢; (mod x — p'a) for some ¢; € F for each i =0,--- ,r — 1.

Consider 1,(x)". We have three cases below:

(1) If the multiplicative order of ¢; divides 7t for all 0 < i < r — 1, we have ¥,(x)™ = 1
(mod z" — 3). This case is not useful to us. We will show that the number of possible values
of a’s falling into this case is small.

(2) The multiplicative order of at least one ¢;’s divides rt and the multiplicative order of at least
one ¢;’s does not divide rt. Since a—px € (Fylz]/(x"—3))*, let h(z) = (Yo(z)™—1) mod (z"
B) be a polynomial. Then, (h(x),z" — (3) is a non-trivial factor of " — 3 and we are done.

(3) If the multiplicative orders of all ¢;’s do not divide rt, we have 1, (z)™* —1 € (Fy[z]/(z" —5))*.
We want to find such a in this step if we cannot discover a non-trivial factor of 2" — 3.



Instead of working with the rational function ,, we define a polynomial
gk(,y,2) = (y — ) = 2(y — pr)* € Fyla,y,2]  for k> 0. (2.3)

It is easy to see that in case (1), we have isZero(g,¢(x, a,1)) = TRUE; in case (2), isZero(g,¢(x, a, 1))
outputs a non-trivial factor of " — 3; and in case (3), we have isZero(g,+(z, a, 1)) = FALSE. In step
1, we either find a non-trivial factor of 2" — (3 or a value of a such that isZero(g,¢(x,a, 1)) = FALSE.
In general we have the following lemma.

Lemma 2.3. Let d; = ordc¢;, the order of ¢; in ]F;. If d; divides k for all 0 < ¢ < r, we have
isZero(gx(x,a,1)) = TRUE. If d; does not divide k for all 0 < i < r, we have isZero(gx(x,a,1)) =
FALSE. If there exists ig, i1 such that d;, divides k but d;, does not divide k, isZero(gy(z,a, 1))
outputs a non-trivial factor of " — 3.

Proof. 1t is obvious. O
We have the following algorithm finding a desired a.

Algorithm 2.4. findA()
{

foric=1tort+1

{

set a; = ith element in Fy;
ifal =p
output x — a; and halt;

if isZero(gy¢(x, a;, 1)) = FALSE
return a;;

}

Lemma 2.5. There are at most rt distinct values of a € Fy such thata” # (3 andisZero(g,(x,a,1)) =
TRUE.

Proof. Suppose a” # (3. The case isZero(g,+(z,a,1)) = TRUE implies 9,(a)™ = 1. So the multi-
plicative order of 9, («) divides rt. There are only rt elements in F7 having multiplicative order
dividing rt since F; is cyclic. We also have 1, (a) # () whenever a # b. Therefore there are at
most rt distinct values of a’s such that 1,(a)"™ = 1. The lemma follows. O

2.2 Step 2: Find a Suitable ¢

In this section, suppose a € Fy, is a fixed element obtained in the previous step, i.e. a” # ( and
isZero(gyi(x,a,1)) = FALSE. Let d; = ord ¢, (p'a), the multiplicative order in F*. We have d; not
dividing rt for all 0 < ¢ < r by Lemma 2.3. We have the following algorithm to find a suitable
Ce{ry, - ,rm}.

Algorithm 2.6. findL(a)
{
forj=1tom

if r; # r and isZero(g x,a,1)) = FALSE

(-1 ¢

return 7;



if isZero(g(q—1)/re-1(z,a,1)) = FALSE

return r;

All the return statements in Algorithm 2.6 are conditional. It might seem that findL(a) may
terminate without returning any value and giving any output. We show below that it is not the
case.

Lemma 2.7. Suppose every call of isZero in findL(a) returns TRUE or FALSE but does not out-
put a non-trivial factor of x" — (. If isZero(g(qil)/rej (z,a,1)) = TRUE for all v; # r, then
j

isZero(g(q—1)/re—1(7,a,1)) = FALSE.

Proof. Suppose isZero(g(qil)/Te‘j (x,a,1)) = TRUE for all r; # r. We have d; dividing (¢ — 1)/7’?
J

for all 0 <i < r and all 1 < j < m such that r; # r. Then, d; divides r°t = gcdi<j<m((q — 1)/7“?)
TiET

for all i. Since d; does not divide 7t for all 4, we have isZero(g(y_1)/re-1(7,a,1)) = FALSE. O

2.3 Step 3: Compute a Non-trivial Factor

Let

rj ,if r; # r and isZero(g (x,a,1)) = FALSE;

1)/
(a=1)/r;
r , otherwise.

¢ = findL(a) = {

Case 1: Suppose ¢ = r;, # r for some fixed jo, is the value obtained from the previous step.
We have isZero(g,_1) s (¢, a,1)) = FALSE. Since Ya(p'a)?! =1 for all 0 < i < r, we have
isZero(gq—1(z,a,1)) = TRUE. Suppose isZero(g(,_1)/e+ (2, a, 1)) returns either TRUE or FALSE but
does not output a non-trivial factor for 0 < k < ej,. By the lemma below, there exists 0 < kg < ej,
such that isZero(g(,—_1y/ex(®,a,1)) = TRUE for k = 0,1,--- ko and isZero(g(y_1)/ex(2,0a,1)) =
FALSE for k = ko + 1,--- ,ej,.

Lemma 2.8. If isZero(gi(x,a,1)) = TRUE, then isZero(gnx(z,a,1)) = TRUE for any positive
nteger n.

Proof. If isZero(gy(z,a,1)) = TRUE, we have v,(p'a)¥ = 1 for all 0 < i < 7. Then ,(p'a)™* =1
for all 0 < ¢ < r. Finally, isZero(gnx(x,a,1)) = TRUE by Lemma 2.3. O

Let d = (¢ — 1)/¢k%! and d; = ord ¢, (p'a). We have d; dividing ¢d and d; not dividing d for
all 0 <4 <. Since Fy is cyclic, we have

Ya(pla)? = e for some integer n; € (Z/¢Z)* for i =0,--- ,r — 1,

where (; is a primitive £th root of unity which can be computed efficiently by the assumption that
[F, € F1 and the property (v) of F; in Definition 1.1.

Lemma 2.9. Let N be a prime power with 1 < N # r. For some positive integer D, suppose
Ya(pla)? =Y for some integer n; € (Z/NZ)* fori=0,---,r—1,

Then, there exist iy and i1 such that n;, # n;, .



Proof. Suppose ng = --- = ny,—1 = n for some integer n with (n, N) = 1. Let ¢ = (}. For all
0 < i < 7, we have 1, (p'a)” = ¢, which is equivalent to gp(p‘a, a,() = 0. Then,

(- )P(1 - ") = 3 Cgplfaa.0) =0.

i=0
Thus, (" =1 since a # «. We have N|rn which is a contradiction. O

By Lemma 2.9 (with N = ¢ and D = d), x — « divides g4(z,a, ;) and there exists 0 < i < r
such that = — p‘a does not divide gy4(x,a, ¢,°). Therefore, (gq(x,a,(;°),z" — ) is a non-trivial
factor of 2" — 8. We try (gq(x,a,(}), 2" — ) to find a non-trivial factor forn =1,--- ,£ — 1. See
procedure factorByZeta (with N = ¢) in Algorithm 2.11.

Case 2: Suppose £ = r. The situation is similar: we have isZero(g(4—1)/re-1(,a,1)) = FALSE.
Suppose isZero(g(,_1y/ex(,a, 1)) returns either TRUE or FALSE but does not output a non-trivial
factor for 0 < k < e — 1. By Lemma 2.8 and the fact that wa(pioz)q*1 =1forall 0 <i<r,
there exists 0 < kg < e — 1 such that isZero(g(4_1y/(z,a,1)) = TRUE for k = 0,1,--- , ko and
isZero(g(g—1)/ex (2, a,1)) = FALSE for k = ko+1,--- ,e—1. Letd = (q—1)/rko+2 Fori=0,--- ,r—1,
the element v, (p’a)? is a primitive 72th root of unity. Then,
Ya(pla)? = S for some integer n; such that (n;,r) = 1.

By Lemma 2.9 (with N =72 and D = d), z — a divides g4(z, a, (5') and there exists 0 < ¢ < r such
that © — p'a does not divide gq(z,a,(s). Therefore, (ga(x,a,(%), 2" — B) is a non-trivial factor
of " — . We try (g4(z,a,(%), " — B) to find a non-trivial factor for each n € (Z/r*Z)*. See
factorByZeta (with N = r?) in Algorithm 2.11.

Computing a Primitive r’th Root of Unity In case 2, we need to find a primitive r?th root
of unity, (,2. We have p, a primitive rth root of unity, by assumption. Then (,2 can be computed
by finding a non-trivial factor of 2" — p. Compute a = findA() in step 1 and ¢ = findL(a) in step 2.
Suppose all evaluations of isZero in step 1 and 2 do not output. If £ # r, we continue with case 1
in step 3 and a non-trivial factor of ™ — p is obtained.

Suppose £ = r. We are in case 2. We find d as before. Then (g4(z,a, (%), 2" —p) is a non-trivial
factor of 2" — p for some n. Nevertheless, we cannot compute the ged directly because we do not
have (,2. Suppose

Va(p'¢2)d = s for some integer n; € (Z/r*Z)* for i =0,--- ,r — 1.
Consider the polynomial gy4(z,a,z™). We have x — (,2 dividing g4(x,a,z™). We show in the
lemma below that there exists 0 < i < r such that x — p’(,2 does not divide gq(z, a,z™). We try
(ga(w,a,z™), 2" — p) to find a non-trivial factor for each n € (Z/r*Z)*. See factorByX in Algorithm
2.11.

Lemma 2.10. Suppose x — (2 divides gq(x,a,z™) for some n € (Z/rZ)*. There exists 0 < i < r
such that x — p'C,2 does not divide gq(z,a,z™).

Proof. Let ¢ = (,2. Suppose = — p'(¢ divides gq(,a,z") for all 0 < i < r. We have

9a(p'Ca, (pC)") = (a = p'¢Q) = p"CMa = p 1) =0 fori=0,---,r—1



Let s, = ¥ = k(k — 1)/2. Then,

r—1
0=2 """ ga(p'C.a, (pO)") = (a = (1= p™"¢™) = (a = )L = (™),
i=0
which implies (" = 1 since a # (. We have r2|rn, a contradiction. O

2.4 The Algorithm

We present the entire algorithm below and prove Theorem 1.2 at the end of the section.

Algorithm 2.11. factor(z" — [3)

{
set a = findA();

set £ = findL(a);

ko = the largest k such that isZero(g(,_1) e+ (7, a,1)) = TRUE;

if € #£r
factorByZeta(/, zzo%ll,a); /* Comment: defined below */
else
it g =¢
factorByX(ﬁcO%,a); /* Comment: defined below */
else

factorByZeta(r?, r‘,io%lg, a);

}

factorByZeta(N, d, a) /* Comment: (3 # (. in this case */

{

find (, a primitive Nth root of unity;
for each n € (Z/NZ)*

isZero(gq(z, a,(x));

}

factorByX(d, a) /* Comment: (3 = (, in this case */
{
for each n € (Z/r*Z)*
isZero(gq(x,a,z™));

}

Proof of Theorem 1.2. From our discussion in this section, Algorithm 2.11 (together with Lemma
2.1) is a deterministic algorithm for computing an rth root of any rth residue in F,. We list out
the running times below:



Procedures | Running time (bit operations)
Factoring ¢ — 1 | O(poly(logq))
findA | O(r%tlogq)
findL | O(mrlog? q)
Computing ko | O
factorByZeta | O
O

factorByX
Computing an rth root from

a non-trivial factor of z" —

Therefore, the overall running time is polynomial in the input size.
For constructing an rth nonresidue in I, we keep taking rth roots beginning from ¢, and obtain

G2 = /Gy G3 = /G2, -, Ge = {/Cre—1. Finally, (e is an rth nonresidue in Fy. O

Proof of Theorem 1.3. For any F, € Fi, an r;th nonresidue (e € F, can be computed in deter-

ministic polynomial for each i by Theorem 1.2. Then the product [[;"; ¢ e is a primitive element
in F,. ' O
q

3 Primality testing

Let N be a positive integer. Consider the problem of determining whether N is a prime. In [20], a
deterministic primality test is constructed from a deterministic square root algorithm and Proth’s
theorem. See [25] for the details of Proth’s theorem. The idea is generalized: a deterministic pri-
mality test can be constructed from the deterministic rth root algorithm presented in the previous
section and a generalized Proth’s theorem (Theorem 3.2 below). This generalization of Proth’s
theorem is well known. The idea of our primality test is similar to Pocklington-Lehmer primality
test. Theorem 1.4 is proved in the following.

Proof of Theorem 1.4. Firstly, we try to find a primitive rth root of unity (. by Algorithm 4.8 in
[20] if { € (Z/NZ)*. If ¢, & (Z/NZ)*, Algorithm 4.8 in [20] will fail and we conclude that N
is composite. Otherwise, try computing (.2 = /¢, (s = (/@, ooy Cpe = {/(Ce—1 over the ring
Z/NZ by Algorithm 2.11. If N is prime, we will obtain (e eventually. If N is composite, (e
does not exist in Z/NZ by Theorem 3.2 below. Since Algorithm 2.11 is deterministic, it must fail
in some point during computing (... Therefore, N is prime if and only if (. can be computed

successfully by the procedure described.
The running time of Algorithm 4.8 in [20] and Algorithm 2.11 are O(tlog? N) and O(r?log N (t+
rlog N)), respectively. The overall running time is O(r2log? N (¢ + rlog N)). The theorem follows.
O

We will use the following lemma to prove Theorem 3.2.

Lemma 3.1. Let n = (* for some prime £ and k > 1. Let ¢ be a prime power with r # 0. If
r¢|¢(n) and ¢ > \/n, then n is a prime (i.e. k=1).

Proof. We have r¢ dividing ¢(n) = (£ — 1)¢k~1, therefore, ré|¢ — 1. If k > 1, then ¢(n) > (£ —1)¢ >
r2¢ > n, which is a contradiction. Thus, k = 1 and n is a prime. ]

Theorem 3.2. (Generalized Proth’s Theorem) Let N = r¢t+1 for some prime r and integers
e,t > 1. Suppose r¢ > t. If

¥ 1=1 (mod N) and a™MD/"£1  (mod N), (3.1)



for some integer a, then N is a prime.

Proof. Suppose there exists an integer a satisfying equations (3.1). Let d be the order of a in
(Z/NZ)*. Then r¢|d. Let b = a¥™ (mod N). The order of b in (Z/NZ)* is r¢. Note that
r¢ > +/N.

Suppose N = /¥ for some prime £ and k > 1. Since (N,7) = 1, we have ¢ # r. The order of b,
r¢ divides ¢(N). By Lemma 3.1, £ = 1 and N is a prime.

Suppose N = Elfl - fFm for m > 1, some distinct primes ¢y, - - - , £, and integers ki, - - , kp, > 1.
Let d; be the order of b in (Z/@“Z)X. Since b = 1 (mod Zfi), we have d; = r% for some
0 < s < e. Without loss of generality, assume s; = max(si, - - ,Sm). If s1 < e, we have
b =1 (mod £¥) for all 1 < i < m. By the Chinese Remainder Theorem, 6" = 1 (mod N)
but r¢ does not divide r*!, contradiction. Therefore, s; = e. We have re|¢(€lf1), which implies
k1 = 1 by Lemma 3.1. Write ¢; = r°; + 1 and N/¢; = r°ty + 1 with (r,tp) = 1. Then
N = (tot17° 4+ t1 + toreo—¢)r¢ + 1. We have eg > e, otherwise, t = tot17 + t1 + tor® ¢ is not an
integer. However, N = {1(N/f1) > r¢T¢ > r2¢ > N contradiction. O

(\

For N = r¢t + 1 with r a small constant and t = O(log V), the running time our algorithm
is O(log?’ N), which is faster than other deterministic primality tests which are applicable. The
running time of the AKS test [2] and Lenstra-Pomerance’s modified AKS test [12] are O(log™® N)
and O(log® N), respectively. Assuming the Extended Riemann Hypothesis, Miller’s test [16] is
deterministic with running time O(log* N).

4 Solving polynomial equations

Let F, be the finite field of ¢ elements. Let f(x) € Fy[z] be a polynomial. In this section, we
consider the problem of solving the polynomial equation f(z) = 0, i.e. finding roots of f. As in the
discussion in the introduction, we may assume f is a product of two or more distinct linear factors.
With some algebraic and combinatorial techniques, we show below that, in some finite fields I,
the problem of solving polynomial equations is polynomial time reducible to the problem of taking
¢th roots for all £|g — 1.

Write ¢ = p{' - - - p& + 1 for some distinct primes py, - - -, pm. Suppose we can compute the p;th
roots of a for any a € F, and 1 < j < m. We show a deterministic algorithm (Algorithm 4.1 below)
to factor f, where f is product of two or more distinct linear factors and f(0) # 0.

The idea is simple: suppose f(z)|z¢ — a for some integer d|q — 1 and some a € F, with ord(a) =
(g —1)/d. Let £ be a prime factor of d and (; be a primitive ¢th root of unity in F;. Then,
2?—a= Hf;é (24t — ¢} \/a). We have

/—1
f(@) = [[(F @), 2 ~ Gi/a).
1=0

We compute (f(x),z%¢ — (}\/a) for each i = 0,--- , £ — 1. If (f(z), z¥t — (}{\/a) is a non-trivial
factor of f(z) for some 0 < ¢ < ¢, we are done (or keep factoring until the complete factorization of
f(x) is obtained). Otherwise, f(z)|z%¢ — (}\/a for some 0 < i < ¢. Then, repeat the process with
d =d/¢ and o’ = ({{/a. In the beginning, we have f(z)|z97! — 1 (i.e. d=¢—1 and a = 1).
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Algorithm 4.1. factorBySearching( f)

{
set a = 1;
set d =q—1; search(f, j,d,b)
{
forj=1tom fori=0top; —1
for k=1 to ¢; {
{ compute g(x) = (f(x), 2~ G}, b):
set d = d/pj; if 1 <degg < degf
Label 1: Label 2: output g and halt;
set b = al/Pi; else if degg = deg f
set ig = search(f,j,d,b); return i;
set a = C;;gb; }
¥ }
}

Lemma 4.2. Suppose f(z) € Fy[x] is product of linear factors such that f(0) # 0. Algorithm 4.1
always outputs a non-trivial factor of f.

Proof. 1t is easy to see that a always is a p;th residue in F, at Label 1.

We show by induction that f(z) divides 2P/ — a at Label 1 whenever the algorithm is still
running. When j = k =1, we have a = 1 and d = (¢ —1)/p1. Obviously, f(z) divides 297! —1. For
j = jo and k = ko, denote a;, 4, = a and dj, », = d at Label 1. Assume f(z) divides xPio?

9080 — @ k-
1/p; . ; .
Let b = ajo’kjé’ and g;(z) = (f(z), 2%k — q,job) for i =0,---,pj, — 1. Then,

pjofl pjofl
s d: i
xPio%o.ko — Ao ko = | | (ZC Jo-ko — C;]0b> and f(gp) =c I | gz(gj)
=0 =0

for some constant c. If there exists g; such that 1 < degg; < deg f, then g; is a non-trivial factor of
f. The algorithm outputs g; and halts. Otherwise, there exists a unique 7y such that deg g;, = deg f
and g is returned. Denote the pair of j, k followed jg, kg by j1, k1. For j = j; and k = k1, we have

a= égoajl.gl;j: and d = dj, 1, /pj, at Label 1. By the definition of g;,, f(z) divides 2P11? — a.
The algorithm always outputs a non-trivial factor and halts at Label 2. Otherwise, for j = m
and k = e,,, we have f(z) dividing 2P™ — a at Label 1 but = — Czjmal/pjm does not divide f(x) for

alli=0,---,pj, — 1 since the algorithm does not output. It leads to a contradiction. O

Theorem 4.3. Let F, be a finite field of q elements such that £ = O(poly(logq)) for every prime
factor £ of ¢ — 1. Suppose there is a deterministic polynomial time algorithm to compute Lth roots.
Then, there is a deterministic polynomial time algorithm solving any polynomial equation over IFy.

Proof. By our previous discussion, we may assume the input polynomial f(z) € F,4[z] is a product
of two or more distinct linear factors and f(0) # 0. Since £th roots can be computed in deterministic
polynomial time, Algorithm 4.1 can factor f in deterministic polynomial time by Lemma 4.2. [

Theorem 4.4. Let Fy be a finite field of q elements such that £ = O(poly(logq)) for every prime
factor £ of g—1. Given a primitive element in F,, there is a deterministic polynomial time algorithm
solving any polynomial equation over F,.
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Proof. Denote the given primitive element by a. Note that a is an fth nonresidue in F, for all
prime factor £ of ¢ — 1. Then, fth roots can be computed by a generalized Shanks’ algorithm with
a as an input. See Section 3.2 in [22] for modifying Shanks’ algorithm to take rth roots. Finally,
the theorem follows from Theorem 4.3. O

Proof of Theorem 1.5. It is an obvious consequence of Theorem 1.2 and Theorem 4.3. 0

5 Elliptic curve “nth root” problem

As an application of our algorithms for solving polynomial equations, we show a deterministic
polynomial-time algorithm to solve the elliptic curve “nth root” problem in this section.

Let F' € F1 (see Definition 1.1) be a finite field. Denote an elliptic curve E defined over F' by
the Weierstrass equation

E: y2 + a1y + azy = z3 + a2m2 + a4 + ag for some a1, a9, as, as,ag € F.
Consider the following problem: given a point ) € E(F) and a positive integer n € O(poly(log q)),
(I) decide whether @ = nP for some co # P € E(F),
(IT) find P if such P exists.

Although we write the elliptic curve group operation additively, the nature of the problem above
is closer to the nth root problem in finite fields than the multiplicative inverse problem.
It is well known that multiplication by n is an endomorphism and

[ Ri(z) Ra(x)
n(e.y) = (Slm ’ysz<x>>

for some Ry(z), S1(x), Ro(x), So(x) € Flz] with (Ry,S1) = (Ra, S2) = 1, deg Ry = n? and deg Sy <
n? — 1. We have S;(z) = ¥(z)? for some ¥(x) € F[z]. All polynomials Ry, S, Ry, S2 and ¥ can
be computed in deterministic polynomial time. See [24] for the details.

Suppose (a,b) = Q # co. Then, Q = n(z,y) implies z is a solution of

f(2) € Ry(2) — aSi(x) = 0 (5.1)
over F'. Let a1, -+, ap € F be the roots of the equation (5.1). For (I), a solution of Q) = nP exists
if and only if m > 0. For each «;, compute 3; = bfé((z)) For (II), {(a4,B:;) : 1 <i<m} is the
complete set of solutions of P.

Suppose Q = oco. Then, P € E[n|(F) = E[n]N E(F), where E[n] is the n-torsion subgroup
of E(F'), where F' denotes a fixed algebraic closure of F'. Let o, -+, € F be the roots of the
equation W(x) = 0. Consider the quadratic equation

def

def
9i(y) = v + (a1ai + az)y — (o] + a20f + asai + ag) = 0.
Let J = {j : gj hasarootin F,1 <j <m} be an index set. In this case, P = oo always is a
solution of @ = nP. For (I), a solution P # oo of @@ = nP exists if and only if J is non-empty. Let
Bj1, B2 € F be the roots of g; for j € J. For (II), {(aj,B%) : j€Jand k=1,2} U{oo} is the
complete set of solutions of P.

Proof of Theorem 1.6. The polynomial equations can be solved in deterministic polynomial time
by Theorem 1.5. By the discussion above, the theorem follows. ]
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