SecurityDesignNotes

Copyri ght 2004 The Apache Software Foundati on

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You may obtain a copy of the License at

http://ww. apache. org/ | i censes/ LI CENSE- 2. 0

Unl ess required by applicable |aw or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
See the License for the specific | anguage governi ng perm ssions and
limtations under the License.

* Design Coal s:

1. Inplenment Jetspeed security using JAAS.
2. Use AOP/interception when appropriate for authorization.

Appr oach:
A user is represented by a conbinati on of Subject

(java.security.auth. Subject) and Preferences (java.util.prefs. Preferences).

The User Princi pal provide the |ink between Subject and Preferences as user
preferences are stored under:

[ user/ ${User Pri nci pal }

Aut henti cation | everage JAAS.

Jet speed default inplenentation provide an RdbnsLogi nMbdul e that all ows
user authentication against user credentials stored in a database.

Upon aut hentication a Subject is created with the foll ow ng principals:
- UserPrincipal (e.g. /user/theUsernane)
- Rol ePri nci pal
- G oupPrinci pal
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* \What are we securing:
Many portal resources are being secured: pages, portlets, tabs, etc.

Portal resources have various security policy associated to themfor the
foll owi ng type of Principals:

- UserPrinci pal

- Rol ePri nci pal

- G oupPrinci pal

* How are we securing it:

Securing resources will |leverage a custom policy inplenentation and
perm ssions. The custom policy inplenentation
(o0.a.j.security.auth. RdbnsPolicy) will allow to apply policies as follow

grant principal o.a.j.security.UserPrincipal "theUserPrincipal" {
perm ssion o0.a.j.security.PagePerm ssion "nypage", "view';
perm ssion o.a.j.security.PortletPerm ssion "myportlet"”,

"view, edit, mninze, maxi m ze";
perm ssion o0.a.j.security. TabPerm ssion "mytab", "view';

grant principal o.a.j.security.RolePrincipal "theRolePrincipal" {
perm ssion o.a.j.security.PagePerm ssion "nypage", "view';
perm ssion o.a.].security.PortletPerm ssion "myportlet"”,

"view, edit,mnimze, maxi m ze";
perm ssion o0.a.j.security. TabPermn ssion "nytab", "view';

grant principal o.a.j.security.GoupPrincipal "theG oupPrincipal" {
perm ssion o0.a.j.security.PagePerm ssion "nypage", "view';
perm ssion o.a.j.security.PortletPerm ssion "myportlet",
"view,edit,mni mze, maxi m ze";
perm ssion o.a.j.security. TabPerm ssion "nytab", "view';

* The followi ng perm ssion are antici pated:
TODO
* How do we access it:
G ven that a user is authenticated that the current subject is the one of
t hat user, we would check for perm ssion
doi ng:
Subj ect . doAs( | ogi nCont ext . get Subj ect (), new Privil egedActi on()

public Object run()

Portl et Perm ssion pernl = new Portl et Perm ssion("nyportlet”, "view');

Systemout.println("\t\t[ Test RdbnmsPol i cy] Check perni.");
AccessControl | er.checkPer m ssi on(perml);
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return null;

}
1),

* Configuring the new policy
The java security provider is set at runtinme through the Policy.setPolicy()
static access.

Check the TestRdbnsPolicy and javadoc for nore info.

* The RDBMS policy inplenentation:

The assunption is made that policies will always | ook |ike:
grant princi pal

Therefore the RDBVS policy inplenentation will grant access for al
cl asses.

Codebase support and CodeSource support is NOT inmpl enented.
* Link between the Security and Preferences services:

The Iink between the Security service and the Preferences services is
per formed using
security _principal.name and pref _node.full _path

The nane of a user principal in the security |ayer should match the ful
pat h of that user
preferences root in the prefs |ayer:

e.g: /user/theUserPrincipa
* Managi ng groups and rol es:

Use java.util.prefs.Preferences to store roles and groups as user
pref erences.

<pref erences EXTERNAL XM. VERSI ON="1.0">
<root type="user">
<map />
<node name="groupl">
<map />
<node name="groupi dl.1">
<map />
<node name="groupi dl.1.1">
<map />
</ node>
</ node>
</ node>

<node nane="rol el">
<map /> _
<node nane="rol ei d1.1">
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<map />

<node name="roleidl.1.1">

<map />

</ node>

</ node>
</ node>

</root >
This defines the follow ng group and rol e hierarchy:
/ groupl/ groupidl.1/groupidl.1.1
and
/rolel/roleidl.1/roleidl. 1.1
Where map can define group or role custom properties
E.g: For roles, we could have a rule custom property (or a pointer to a
rule) that allow rule based role definition tied to sone rul e engine
(Drools for instance) and is validated when the islnRole nmethod is invoked.
For group, a portal could use group to describe organi zati on and have
custom property such as address, city, etc associated with the
or gani zati on/ gr oup.
Readi ngs:
http://java. sun.conij2se/ 1. 4. 2/ docs/ api /i ndex. ht m
http://wwv. ufr-info-p7.jussieu.fr/hf/jdkl. 3/ docs/guide/security/Acl.htmn
http://ww. t heserversi de. com r esour ces/ Aspect Jrevi ew. j sp
http://java. sun.conij2se/ 1. 4. 2/ docs/ gui de/ security/ spec/security-spec.doc2. htn

http://ww 106. i bm conl devel operwor ks/ |i brary/j-jaas/ ?n-j-442
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