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Abstract becoming commonplace, there is a growing need to build
a generic management framework that can manage a wide
The ubiquity of information technology, technological ad- variety of systems. Since management scenarios differ from
vances, and utility computing trends have motivated large- system to system, such a framework must support man-
scale systems, but managing and sustaining these systemggement logic authored by users themselves. Management
is far from trivial. Automatic or semi-automatic monitor- logic are instructions provided by users that describe how
ing and control are a potential solution to this problem. to recover the system when certain faulty conditions are de-
However, since management scenarios differ from systentected in the managed system. If these logic assert only a
to system, a generic management framework that can mansingle component of the system, we call them local logic,
age a wide variety of systems should support user-definedand if these logic assert multiple components in the sys-
management logic. This paper proposes a novel architec-tem, we call them global logic. For example, the global
ture that can manage large-scale systems according to userdogic may contain global assertions likes‘a registry ser-
specified management logic that depends on both globalvice is running in the system@r “is the ratio of hosts to
and local assertions of the managed system. Furthermore service in the system greater than 1G#id perform correc-
the paper demonstrates that despite having a global view oftive actions. Users need a system to be healthy as a whole,
the managed system, a management framework can scale tand those requirements, often, translate to global assertions
manage most real world usecases. (global logic) about the system. Hence, support for global
logic is preferred.

Keywords: system management, large-scale systems, Typically, a management framework consists of one or

rules, self-stabilization more managers, but a single manager neither scales to
1. Introducti manage a large-scale system nor it is reliable. Therefore,
- Introduction to manage large-scale systems, a management framework

The ubiquity of information technology has widened user needs a group of managers. Usually, such a framework as-
bases of existing systems and motivated national scale apSigns resources among managers, and each manager, con-
plications and services (e.g. processing weather data colsequently, has a partial view of the system. Even though
lected across U.S.). Moreover, SOA, Distributed Systems, making decisions with a partial view is not impossible, to
and Utility computing trends have made large-scale systemsdo so, the decision logic should have been designed in such
increasingly possible. Because of these and many other rea2 Way that the expected global properties will emerge from
sons, large-scale systems are commonplace. However, evel@cal decisions. However, such a design is challenging even
though it is possible to build large-scale systems, keepingto a researcher, let alone a user; therefore, a global view
those systems running has been an arduous task. As illusis preferred in frameworks that support user defined man-
trated in Ganek et al. [11], in these systems, failures andagement logic. As we will show in the related work sec-
changes are a norm rather than an exception. tion, this is a problem that has been given a limited atten-

imate their global state, and maintain them in an accept-namic and robust management framework, which manages

able state by alerting individual resources as necessary, aré large-scale system by enforcing user-defined management
a potential solution to this problem. However, management'ogic that depends on both local and global assertions of the
scenarios differ from system to system, but only large or- System state.

ganizations can afford to build specific management frame- The remainder of the paper is organized as follows.
works for each of their systems. With large-scale systemsThe following section presents the proposed management
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Figure 1. Hasthi Architecture

framework, which we call Hasthi. Section 3 discusses trol thread that activates periodically, performs bookkeep-
how to use Hasthi to manage systems, and the next sectioling, evaluates assigned resources, and performs corrective
presents a scalability analysis of Hasthi. Section 5 presentsactions. Furthermore, there is a designated manager called
related work, and finally, Section 6 concludes the paper.  the “coordinator,” which oversees other managers. More-

) over, bootstrap nodes run on well-known addresses and act
2. Management Architecture as entry points to Hasthi.

WSDM specification [4] exposes a representative subset of Managers, resources, and the coordinator are arranged ac-
the target resource state as properties (a.k.a. Resource Progerding to the hierarchy given in Figure 1, where managers
erties) and supports control interfaces. To be managed withsend periodic heartbeats to the coordinator and resources
Hasthi, resources should support both WSDM andittia send periodic heartbeats to the assigned manager. Managers
and heartbeat algorithmtescribed below. We have devel- and the coordinator form a Distributed Hash Table (DHT)
oped an agent that can integrate with existing resources (e.gbased Peer-to-Peer network (P2P). In normal operation, for
Axis2 services or hosts) and make them compatible with instance when sending heartbeats, they use HTTP SOAP
Hasthi. We call a resource that is integrated with the agentfor communication, but use broadcast and anycast (send a
a“Managed ResourceFurthermore, given a resource, we message to a random node) over the P2P network for ini-
call an externally stored snapshot of its resource propertiedialization, recovery, and advertising current coordinators.
collected at some time as‘meta-object” of the resource, ~ When a new manager starts, it requests the coordinator
a collection of meta-objects asgartial meta-model,’and  from a bootstrap node (bootstrap nodes find the coordi-
a collection of meta-objects that has an one-to-one mappingnator by asking other managers via an anycast), joins the
to resources in the managed system asieta-model” of manager-cloud if a coordinator is found, or periodically re-
the system. Typically, a meta-object is an object stored intires and becomes a coordinator itself after a timeout if all

a remote server (e.g. manager) that contains a snapshot aktires have failed. Hence, the first manager to join becomes
resource properties of the resource, and Hasthi monitors thehe coordinator. If the coordinator fails, managers will de-
corresponding resource and periodically updates each metatect the failure when manager heartbeats fail and elect a
object as the resource changes. new coordinator among themselves. Specifically, when a
As explained in the introduction, the goal of Hasthi is to en- manager detects that the coordinator has failed, it waits for
force both local and global user-defined management logica random amount of time, broadcasts a message request-
in large-scale systems. As Figure 1 depicts, Hasthi archi-ing nominations for a new coordinator, decides on the best
tecture consists of three parts: a manager-cloud that keepsnanager from those responses, and invites the manager to
tracks of and keeps connected managers and resources ibecome the coordinator, which assumes the role of the co-
the system, a meta-model of the system that exposes monerdinator. To ensure the system only has a one coordinator
itoring information of the system with delta-consistency (e.g. which happens due to communication failures or at
(that is all changes are reflected in the meta-model within the startup), each coordinator periodically broadcasts its ad-
a constant time), and a decision framework that utilizes the dress, and when a coordinator receives a message from an-
meta-model to enforce user defined management logic.  other coordinator, it resigns if the other is better. Therefore,
except for one, all coordinators eventually resign. Further-
more, if a resigned coordinator receives a manager heart-
The manager-cloud consists of managers, resources, a cdeat, it notifies the sender about the new coordinator. Cur-
ordinator, and bootstrap nodes. The basic building block rently Hasthi uses the manager’s age to select the best man-
of Hasthi is a service called a “manager,” and apart from ager, but it is possible to perform the election based on other
supporting a service interface, each manager has a coneriteria like memory, network, and process capacity of man-

2.1. Manager-Cloud



agers. In addition, the new coordinator may redistribute a high-level summary of resources suffices, and this crucial
resources it is managing among other managers. Subsesbservation has made the proposed architecture possible. It
quently, other managers and resources join the new coordiis true that the summarized data contained in the coordina-
nator and rebuild the hierarchy depicted in Figure 1 and thetor places an upper limit on the scale of Hasthi. However,
meta-model, and after recovery,the new coordinator startsas we shall demonstrate in Section 4, this limit is sufficient
its control loops. to manage most real world systems.

On the other hand, each resource has an integrated agen, 3. Decision Framework
which periodically sends heartbeats to the manager if the
resource has a manager assigned or periodically sends
“ManageMe” message to a bootstrap node otherwise. Whe

a bootstrap node receives a ManageMe message, it forward i .
Dy Figure 1, every manager has a control-loop that activates

the message to a coordinator, the coordinator assigns the re=? . dicall d luates th ta-obiects of assianed
source to a manager, and manager notifies the resource. Fyperiodically and evaluates the meta-objects ot assigned re-

thermore, if the assigned manager has failed at any point sources using local rules, and the coordinator has a control-
resource heartbeats will to fail, and the resource will restartloOp that activates periodically and evaluates the summa-

the join process. The coordinator ignores any duplicate rized meta-model using global rules. These evaluations may
ManageMe messages. If a resource fails, the assigned ma

nt_rigger actions, and the corresponding manager or the coor-
ager detects it by the absence of heartbeats, updates thg

Using Drools rule language [1], users can author rules
that instruct Hasthi on how the system should be managed.
ules are two types: local rules and global rules. As shown

inator carries out these actions. Since each manager man-
meta-model, and user defined management logic may per_agesl dlffere][;'t rtesgutrces, mda'lfrflger I?ODIS areDlndtTpendent.tTo
form corrective actions. resolve conflicts between different rules, Drools supports

In retrospect the manager-cloud automaticall recoversconﬂiCt resolution via priority. Hasthi evaluates rules us-
pect, 9 cally ing a Rete algorithm based rule engine, which remembers
from coordinator, manager, and resource failures, and af-

ter recovery, it self-stabilizes to rebuild the hierarchy and resits from old evaluations and works incrementally. For
Y . - y example, if one resource in the system changes, the rule en-
the meta-model given in Figure 1.

gine only needs to evaluate that resource. This improves the
2.2. Meta-Model rule evaluation performance dramatically.

An agent integrated with each resource monitors the re-3: Using Hasthi to Manage a System

source and sends collected data (resource properties) piggy- et us discuss an example to illustrate how Hasthi can be
backed with resource heartbeats. Resource properties conused to mange systems. Consider a set of services that are
sist of configurations (e.g. number of maximum threads, registered with a Registry where clients query the registry,
size of a thread pool) and metrics (measurement like mem-find services, and execute them. Assume that they are man-
ory and CPU usage and number of requests pending), anchged using Hasthi. While managing the system, Hasthi will
each resource heartbeat includes current metric values angssign each resource to a manager, monitor them, and main-
changes to the configurations since the last heartbeat mesain a meta-model that represents the monitoring state of the
sage. When a resource is assigned a manager, the manageystem. By evaluating rules using the meta-model, which

creates a meta-object (an in-memory object) to representapproximates the system state, Hasthi effectively evaluates
the resource, and whenever it receives a heartbeat from thehe system.

resource, it updates the meta-object using information in- . CreateAlternativeForRegistry

cluded in heartbeats. All meta-objects in managers create avhen _ _

meta-model of the system. If heartbeat messages from are- "°f *XIst3{ Mansgedservice(state = UpState,

source are missing, the manager performs failure detection registry : ManagedService(state = CrashState ,

and updates the meta-object if the resource has failed. en T PE T Registry)

To facilitate global decisions, the coordinator keeps a sum- Zystem -execute (new CreateServiceAction(registry));

mary of every meta-object locally within its memory. A

summary includes a few properties such as, name, man-As shown by the above rule, each rule consists of a when-
agement endpoint, and operational status (e.g. Busy, Satelause (a condition) that uses an object query language
urated, and Crashed); thus, a summary does not take excede select meta-objects from the meta-model, and for each
sive memory and is seldom updated. If changes to a metamatching set of meta-objects, Hasthi triggers the then-
object change its summary, the assigned manager sendslause (corrective actions). Drools manual [1] describes
those changes to the coordinator piggybacked with its heart-rules in detail. If a service has failed in the managed sys-
beats, and when received, the coordinator updates the corretem, the heartbeat messages will be missing, and Hasthi will
sponding summarized meta-object. This summarization istrigger a failure detector and mark the service as “Crashed”
motivated by the observation that for global level decisions, based on the outcome. The default failure detector pings



the service, but users can introduce custom failure detec- .

tors. Among rules, the above rule, which creates a new reg- Manager
istry if the registry has failed, ensures that the system has Hea“beats/

at least one registry. Similarly, two other possible rulesin =~~~ """/ "7~
this usecase are a rule that detects if services in the system
has failed and restarts them and a rule that removes over-
loaded services from the registry, creates new instances in
their place, and adds overloaded services back to the reg-
istry when they have recovered.

Hasthi supports creating new, shutting down, restarting,
and migrating resources and getting or setting resource
property values as management actions. Hasthi defines a re-
source profile that describes deployment information about | EAD Stack Replica1 ~ LEAD Stack Replica 2
each resource type in the system. For example, when trig-
gered, the create-service-action reads the service startup Figure 2. Test Setup
command, which is provided as a shell script, from the pro-

file and executes it in the target host using a host agent runsources. While managing a system, the coordinator receives
ning in the host. Furthermore, in addition to the above ac- heartbeat messages from managers, each manager receives
tions, users can define their own actions and use them withinheartbeat messages from assigned resources, and both have
the then-clause. Hasthi supports a wide range of managecontrol-loops that perform bookkeeping and rule evalua-
ment scenarios, and the above scenario is only an examtions. We use the term “heartbeat latency” to denote the
ple. For instance, Perera et al. [21] present a detailed apjatency from the time heartbeat is created until the time a
plication of Hasthi to manage a large-scale e-science cyberresponse is received for the heartbeat, and we use the term
infrastructure. “control-loop overhead” to denote the latency from the start
Management scenarios could go wrong in many ways andto the end of a control-loop execution. We measured the
have hidden complexities, and following are solutions to load on Hasthi using four metrics: (1) Resource-heartbeat
some of them. For instance, if a management action failed,latency (for heartbeats from resources to managers), (2)
rules will repeatedly retry the action, starting a never-ending Manager-control-loop overhead, (3) Manager-heartbeat la-
recovery loop. To mitigate this, Hasthi marks the target re- tency (for heartbeats from managers to the coordinator),
source as “Unrecoverable” if any of the management action(4) Coordinator-control-loop overhead. To understand how
on a resource failed, thus breaking the loop, and asks forHasthi scales, we changed the number of managers and re-
human help. Furthermore, if a host has failed, Hasthi hassources and measured the above metrics (dependent vari-
to restart services running in the old host in a new host; ables).
consequently, the addresses of those services will change,
and clients will fail because service locations have changed.4-1. Test System and Workload

To mitigate.this problem, using the glopal view of the SYS= Our test setup models a large-scale deployment of an e-
tem, Hasthi provides a “dependency-discovery” operation, ¢ iance project called LEAD [3]. As shown by Figure 2,
which enables services to search and find the locations Ofthe test system consists of replica units, each of which con-

other services. For example, if clients in the above exam- ..« o complete LEAD stack that consists of a workflow
ple detect that the current registry has failed, they can ﬁndengine, a registry, a service factory, and transient services
the new registry location using this dependency-diSCOVery qeated on demand. Services are integrated with the Hasthi
operation. Moreover, Hasthi does not recover state when itygant 5o they join Hasthi and expose their monitoring state
recovers failed services, but if a service exposes its storage,q resource properties (e.g. Operational Status, Last Re-
location (e.g. database) as one of its resource propertiesquest Time, and Number of Pending Requests). Each ser-
Hasthi passes that Iocati_on as an argur_nent When it recovyjce (e.g. workflow engine, registry) implementation pe-
ers that service from a fa|l_ure. Hasthi ne|_ther writes _state to riodically updates the resource properties (monitoring data)
the storage nO.r recovers it, but any service may write Stateusing arandomized algorithm (See [2]), which simulates the
to the storage in the normal operation and recover that statge yice receiving requests, their outcome (e.g. their suc-
when it has failed and is restarted by Hasthi. cess or failure), and the time taken to process requests etc.
Furthermore, each service fails with a probability 0.01 per
hour. Hasthi monitors services and changes to these prop-
This section discusses how Hasthi scales (by increasingerties, makes decisions, and performs corrective actions to
number of managers) with an increasing number of re- keep the system within acceptable bounds.

4. Scalability Analysis
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Figure 3. Limits of a Manager

We have performed an experiment by running different ser- system and performed corrective actions. Each graph shows
vice sets in a host each per hour and measuring I/0 and CPWlata with 95% confidence interval.

overheads of the host in order to understand how many ser-

vices can be placed in one host. CPU overhead is mea#4.2. Limit of a Manager

sured with “load average,” which is the standard measure of
load in a UNIX system, and since a host has two CPUs, a
2.0 load average represents complete utilization. Even with
200 services, the host transferred 0.04 MB/s out of possi-
ble 1Gb/s bandwidth< 1%) and had 0.02 load average out
of 2.0 (< 2%). Hence, in the following experiments, we

To find the maximum number of resources one manager
can handle, 1XR test runs were performed with R hav-
ing values 1000, 2000, ..., 8000 resources. Hasthi had
one manager (with 256MB of memory) and a coordinator.
As depicted by Figure 3, a manager can manage 5000 to
placed 200 services in each host. Al of the following tests 8000 resources, and the resource-heartbeat latency and the

were conducted using a cluster of 128 nodes, each havinganager-loop overhead both exhibit a linear trend, which

a Dual AMD 2.0 GHz processor, 4GB Memory, 1GB Eth- ndergoes a marginal rise at 8000 resources. This linear

ernet, Red Hat Linux, and Sun Java 1.5. In all tests, unlesstrend can be attributed to the increase of heartbeat messages

otherwise specified, each manager was given a host exCIug:md the increased overhead of evaluating rules with more

: resources. Furthermore, the linear trend suggests that the
sively. ; o .
. . overhead is not prohibitive and that Hasthi can keep up.

We placed one copy of the LEAD stack (200 services) in
one host and changed the size of the test system by changing 3. Manager Load Behavior
the number of replica units. We deployed Hasthi to manage
test systems with 30 seconds as the time period betweenTo find how Hasthi behaves with load, MXR test runs were
all heartbeats and control-loop evaluations. We defined theperformed, where manage¥$ = {5, 10,20} and resources
following management scenarios for managing the test sys-R = {5000, 10000, 15000}. With more managers, Hasthi
tem. (1) If a persistent service fails, create a new service toscaled past 8000 resources up to 15000 resources, which
replace it, (2) If the number of transient services of a partic- was the largest test system we tested in this experiment.
ular type is low, create new instances to compensate, (3) IfSimilar to the first experiment, we saw that the coordinator-
a transient service has overloaded, remove it from the serdoop overhead increases linearly and the manager-heartbeat
vice registry and later add it back when it has recovered, (4)latency stays stable (see [2]).

Shut down old transient services. (5) After processing 10 \We can scale Hasthi by adding more managers if the load
requests, if a service has generated more faulty responsegn a manager only depends on resources assigned to it-
than successful ones, decide it is faulty and shutdown theself and is not affected by the existence of other man-
service. We implemented scenarios 1, 2 and 3 as globalagers or resources. We verified this condition using the
rules and 4 and 5 as local rules, and Hasthi managed the teSUata available from Experiments 1 and 2. Figure 4 shows
system and performed corrective actions using these rulesthe resource-heartbeat latency, the manager-loop overhead,
Rules and details about the workload can be found from thegnd the manager-heartbeat latency plotted as a scatter plot
Hasthi Web site [2]. against the number of resources assigned to a manager,
In the following discussion, we use the terdvIXN test  which shows correlations between overheads and resources
run,” to denote a test run where N resources are managedper manager. We can see from the figure that data points for
with M+1 managers (where one manager will become the the same X values are reasonably close to each other, which
coordinator). For each test run, we let Hasthi to manageverifies our condition (Data verify it up to 2000 resources
the system for one hour and measured the aforementionegher manager). Therefore, we can scale up Hasthi by adding
four metrics throughout the test while Hasthi monitored the more managers.



(a)Resource Heartbeat Latency vs. Resources per Manager (b)Manager Loop Overhead vs. Resources per Manager (c)Manager Heartbeat Latency vs. Resources Count

’g 10 T T — T __ 500 T T T T - 12 T T T T
E o} Average response time ——— i é Average Overhead —>¢— % ol Average Overhead —O— |
g st 4 T 400 1 8
L 1o} L
S 7r 1 5 T gl |
T gl + { & soof . 1z q}
Q @
o 6 1
£ st A+ 1 8 X £ °f op o
3 Jr S 200 >I< 1 3
T 4t + 1 3 X £ 4t 1
[0} —
o 3+ m [=) | i [}
g s Pof 0 x g Ll ]
g 2l ] = % §
o 1 ! ! ! ! 0 ! ! 1 1 = 0 1 1 1 !

0 500 1000 1500 2000 2500 0 500 1000 1500 2000 2500 0 500 1000 1500 2000 2500

Resources Per Manager Resources per Manager Resources per Manager

Figure 4. Correlation between overhead & resources per manager

(a)Manager Heartbeat Latency vs. Resources

60 T T T
50 Managers ——kK—
50 100 Managers ~--F}-- 7
40 L 500 Managers :---(-
1000 Managers 4

(b)Coordinator Loop Overhead vs. Resources
50

T T T
50 Managers ——K—
40 100 Managers +--f-F--! |

500 Managers :--(>-
30 1000 Managers &

Manager Heartbeat Latency(ms)
Coordinator Loop Overhead(ms)

30 1
20 % 20
10 ¥ 10
0
0 20000 40000 60000 80000 100000
Resources Count Resources Count
Figure 5. Coordinator Limits
4.4. Limits of a Coordinator failures of the resource using the same algorithm used by

) i ) i ... services in Experiment 1 (see [2]). Furthermore, the Test-
As observed in previous experiments, Hasthi scales up W'thManager sends all major updates that happen to the simu-
more managers, t_h_e refor_e » the Iimit_of the Coordin_ator will lated resources piggybacked with its heartbeats to the co-
decu_je the scalability limit of Hasthi. However, with 200 4inatqr, Therefore, the coordinator perceives resources as
SErvices per !‘Ode’ a 128-node cluster does not allow us toreal, not as simulated ones. Moreover, the management end-
test Hasthi with very large-scale systems. However, if we iyt ot each resource is also mapped to the assigned Test-
can mimic all messages and behaviors seen by the Coord'Manager, and when the coordinator performs an action, it
nator while managing resources, then we can test the C00r5 4150 emulated by the Test-Manager. Consequently, with
dinator to its limits without having to run tens of thousands_ Test-Managers, all messages, their order, and timing behave
of resources. We have developed a Test-Manager to do this s it req| resources exist behind Test-Managers. Hence, we
and it is described below. argue that experiments done using the Test-Manager-based
By simulating managed resources using a randomized alyyorkload are representative of a real workload the coordi-

gorithm, each Test-Manager makes the coordinator beneVEnator has to handle when Hasthi manages a system'
that it is managing a group of resources. For each exper-

iment, the coordinator is set up with Test-Managers, each Fg_r each ;_e()52t4rl\ljlnB' onehrezzl manager was #SEd as the C(;)'
Test-Manager is given the number of resources it shoulg®rdinator ( as the Java maximum heap size) an

be emulating as an argument at the startup, and the foI_other managers were Test-Managers (distributed across 10

lowing algorithm mimics all messages exchanged betWeenhosts). To find the.Iimits of the coordinator, MXR test runs
the coordinator and a conventional manager. Each Test-Vere performed wittd/ = {10, 20, 50, 100, 500, 1000} t,’e'
Manager joins the manager-cloud like any other manageri"d Test-Managers anl = {20k, 30k, 40k, ...100k} being

at the startup and periodically sends heartbeat messages fgsources emulated by Test-Managers.

the coordinator. In addition, for each resource to be em- As illustrated by Figure 5, both the manager-heartbeat la-
ulated, it sends a ManageMe message to the coordinatortency and the coordinator-loop overhead behave linearly
and the coordinator assigns the resource described in thevith minor disturbances toward the end, and this increase
message to a manager in the manager-cloud, which is als@an be attributed to the fact that with more resources, more
a Test-Manager in this case. The assigned Test-Manageimformation need to be transferred, processed via heart-

creates an in-memory object that simulates properties andbeats, and evaluated from the coordinator-loop. Most lines



are clustered together, indicating that the number of man-provides fault tolerance and check pointing among man-
agers makes a minimal difference to the system, whichagement functions. However, the system assumes that a
also suggests that the system is limited by the coordinator.scalable and reliable registry exists, whereas our solution
Furthermore, with 1000 managers and 100,000 resourcesdoes not depend on a single entity and supports user defined
the maximum coordinator-loop overhead was less than 1%global management via rules.
of the 30 seconds period between two rule evaluations of Georgiadis et al. [13] present a self-organizing architecture
Hasthi, and the maximum heartbeat-latency was less tharwhere managers coordinate using total ordered multicast.
10% of the 30 seconds period between two heartbeats (notrherefore, every manager has the same global view of the
shown in the figure, which shows averages). This suggestssystem and is able to make global decisions. However, be-
that processing finishes within each period without affecting cause group communication is used, the scalability of the
the next period, which inturn suggests that Hasthi is within system is limited.
its operational range. Therefore, we argue that the coordi- Among other systems, Marvel-1995 [16] and Rain-
nator scales to manage 100,000 resources and up to 100gow [12] have one manager and, therefore, avoid the need
managers. for global control among managers. However, they do not
Let us synthesize these results. We observed that one marscale to manage large-scale systems. Furthermore, Ex-
ager could scale to manage 5000-8000 resources and thgeme [15], Tivoli Management Suite [7], Adams et al. [8],
coordinator scales to manage 1000 managers and 100,008nd ReactiveSys [18] use groups of independent managers,
resources. Furthermore, we observed that until 2000 re-and some of them depend on manual coordination (e.g.
sources per manager, the load on a manager is independemtvoli [7]). However, none of these systems address the
of other managers and resources in the system but dependglobal control across managers. Moreover, DREAM [9]
on the number of resources assigned to the manager. Firsand Hifi [5] are built on top of distributed publish/sub-
and third observations suggest that we can scale up Hasthscribe broker hierarchies, and they manage a system by trig-
by adding more managers and distributing resources amongyering management actions using complex event process-
them, and the second observation suggests that this can biag. Although these systems are scalable, the event action
done until 100,000 resources (which is the limit of the coor- model has limited memory; therefore, providing coordina-
dinator). Therefore, these observations provide strong evi-tion across decisions in this model is non-trivial. None of
dence that Hasthi can scale to manage 100,000 resources.the above systems discuss global control.
Among decision models, Infospect [22] and Sophia [23]

5. Related Works evaluate the system state using Prolog like logical ex-
Management systems are found under network managepressions for monitoring and diagnostic purposes. Rain-
ment (e.g. Philippe et al. [17]), system management, Re-bow [12], Marvel-1995 [16], and ReactiveSys-1993 [18]
source Management (e.g. Bosin [6]), autonomic systemsuse IF/THEN rules to perform reactive actions. Hasthi dif-
(e.g. huebscher et al. [19]), and monitoring systems (e.g.fers by its distributed nature, scalability, and the fact that
Zanikolas et al. [61). However, only few systems have ad- rules have a complete view of a large-scale system.
dressed global control across multiple managers. . . .
Wildcat [14] is based on an agent framework, and agentsB' Discussion and Conclusion

are grouped together to provide a management hierarchy Hasthi consists of a cloud of managers and a coordinator
where top-level agents (managers) control the next levelselected among them to oversee them. The coordinator as-
by modifying policies. However, the system suffers from signs each resource to a manager, and each manager creates
a single point of failure at the top of the hierarchy. Our a meta-object—a snapshot of resource state—for each as-
solution differs by employing an election-based model for signed resource and updates it periodically as the resource
robustness, maintaining a meta-model, and using rules inchanges. Furthermore, the coordinator keeps a summary of
stead of policies, which provide more explicit control than each meta-object in-memory and keeps it up to date. Users
policies. provide management logic as rules, where managers peri-
In decentralized management systems (e.g. DMonA [20]), odically evaluate the meta-objects of assigned resources us-
each node monitors and controls itself as well as its neigh-ing local rules and the coordinator periodically evaluates the
borhood and global control emerges from local decisions. summaries of meta-objects using global rules. Thus, Hasthi
However, as we pointed out in the introduction, authoring maintains a global view of the system enabling users to in-
management logic that ensures emergent behavior is beeorporate global assertions into their management rules and,
yond most users. therefore, easily supports most management usecases.
Gadgil et al. [10] provide a management hierarchy where Furthermore, in the scalability analysis, we illustrated that
the topmost layer is replicated to guard against failures, Hasthi scales to 100,000 resources, and this is one of the
and the management is performed by user-defined code thakey result of this paper. For the control of managers and the



global control, Hasthi depends on the coordinator, which [5] E. Al-Shaer, H. Abdel-Wahab, and K. Maly. Hifi: A
is one node that has limited resources. Let us analyze the new monitoring architecture for distributed systems man-
coordinator for bottlenecks and try to identify any charac- agement. Irinternational Conference on Distributed Com-
teristics of the architecture that made these results possible. __ Puting Systemg.999. o L

The first bottleneck is that Hasthi has to track the state of [6] B. Andrea et al. Cooperative e-organizations for distributed

I in th t d the si f all stat Id bioinformatics experiments. Bth International Conference
all resources in the system an € size ot all states cou on Intelligent Data Engineering and Automated Learning

be prohibitive. As discussed in Section 2, to mitigate this, Springer, 2008,
the coordinator keeps only a summary of each resource lo- [7] J. B. Baker, D. Reimer, S. Spiro, and J. Whitfield. Manage-
cally in the memory. This summary is small and is updated ment of service-oriented architecture ibm tivoli soa man-

only when the resource behavior has significantly changed agement suite, June 2005.

(e.g. Crashed, Saturated) and, therefore, reduces the spacd8] R. P. Brettf, S. Iyer, et al. Scalable managementinter-
(memory) requirements need to track resources. The second ~ National Conference on Autonomic Computipgges 159—
bottleneck is that the coordinator should receive heartbeat [9] i?%uzcohoniénn et al. Dream: Distributed Reliable Event-
messages and keep the summarized meta-model of the sys-" * 5564 Application Managemeneb Dynamicgpages 319—
tem up to date by applying changes included in the heartbeat 352, 2003.

messages, and this process is expensive. Hasthi mitigate$10] H. Gadgil, G. Fox, et al. Scalable, fault-tolerant manage-
this by only propagating changes that happen to resource ment of grid services. ItEEE Cluster 2007

summaries, and since resource summaries change slowly[ll] A. (_Sanek and T. Corbi. The drawing of the autonomic com-
this approach reduces the overhead. The third bottleneck is, ., Puting eralBM Systems Journa#2(1):5-18, 2003.

hat th di h iodicall | h [12] D. Garlan, S.-W. Cheng, et al. Rainbow: Architecture-
that the coordinator has to periodically analyze the summa- based self-adaptation with reusable infrastructu@om-

r?zed meta-model .u_si.ng rules, gnd_ .the cost_of this evalua- puter, 37(10):46-54, 2004.
tion could be prohibitive. Hasthi mitigates this problem by [13] I. Georgiadis, J. Magee, and J. Kramer. Self-organising soft-
using the Rete algorithm for evaluating management rules, ware architectures for distributed systerfiist workshop on

which provides a tradeoff between space and time (process-  Self-healing systempages 33-38, 2002. .

ing overhead) by remembering the evaluated results. Hence[14] M. Jarrettand R. Seviora. Constructing an autonomic com-
each evaluation only needs to evaluate new facts or changed p;'t'”g '”féaSt_r”Ct“_re “S;':\g tcougagr&nltetrnatuonal V\éorkt-
facts. In this setting, as explained with previous bottlenecks, Shop on EngIneering of AUoNoMIC & AUToNOMOUS Systems

. . e . pages 119-128, 2006.
information about a resource stored within the coordinator [15] G Kaiser, J. Parekh, etal. Kinesthetics extreme: An external

chgnge only when the summary of the resource Changgs, infrastructure for monitoring distributed legacy systems. In
which happens only when the resource undergoes a major AMS’03:International Workshop on Active Middleware Ser-
change. Therefore, at each step, the coordinator only re- vices page 22, 2003.

ceives few changes, and the Rete algorithm only has to eval-[16] T.Koch, B. Kramer, and G. Rohde. On a rule based manage-

uate these changes, which is manageable. We believe this ment architecture. IWorkshop on Services in Distributed
; o and Networked Environmentsage 68, 1995.
explains the scalability results. [17] J.-P. Martin-Flatin, S. Znaty, and J.-P. Hubaux. A survey

Using a Meta-model has been proposed before by Mar- of distributed enterprise network andsystems management
vel [16]; however, we have extended it by building a dis- paradigms.J. Netw. Syst. ManageZ(1), 1999.

tributed meta-model, summarizing it to fit inside the coordi- [18] K. Marzullo and M. D. Wood. Tools for constructing dis-
nator, and implementing rule based global and local control- tributed reactive systems. Technical Report TR 91-1193,
loops using the meta-model. Therefore, the main contri- Ithaca, New York (USA), 1991.

bution of this paper is using a distributed meta-model and [19] J-McCann and M. Huebscher. A survey of Autonomic Com-
puting - degrees, models and applications. December 2007.

summarizfat_ion to implement a robust C(_)ntrol-loop that can [20] S. Michiels, N. Janssens, W. Joosen, and P. Verbaeten.
make decisions based on global assertions. Furthermore, @ * pecentralized cooperative management: a bottom-up ap-
specific contribution is demonstrating that despite having a proach. INIADIS AG pages 401408, 2005.

global view of the managed system, a management frame-[21] S. Perera, S. Marru, D. Gannon, and B. Plale. Ap-
work can scale to manage about 100,000 resources, which ~ plication of Management Frameworks to Manage

iS Suff|c|ent for most real World usecases. Workflow-based SyStemS. 2009. Submitted to 4th
IEEE International Conference on Web Services (ICWS),
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