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ABSTRACT

With the popularity of the distributed businesslaggions, the application data is distributed
in various physical storages. However most of th&iriess transactions require to update data
stored in more than one storage. Hence updatingdata storages reliably is a common

problem for most of the distributed business ajpilbns.

Queued transaction processing is a concept widgdyg to achieve such a processing model
using intermediate queues to transfer messagelseliin such a system at the client side,
both updating the client storage and writing thessage to be sent to the client side message
gueue happens in the same distributed transac@ionilarly at the server side reading the
message from the server side queue and updatingeter storage happens in the same
distributed transaction. But such a system may hataroperability problems if client and

server use different types of technologies.

Web services are used to communicate among theogeteeous systems by passing SOAP
messages using standard transport mechanisms tipe Web services can reliably
communicate by using WS-Reliable messaging spatific(WS-RM). WS-RM uses
concepts of Reliable messaging source (RMS) andhlitel messaging destination (RMD)

between which it guarantees reliable message dglive

By combining these two concepts, we introduce gwraach to solve the above mentioned
problem in an interoperable manner using WS-RM dmmunicate between nodes while
keeping RMS and RMD as intermediate storages. Innoadel reliable message delivery
happens in three phases. First both updating aiglicclient storage and writing message to
the RMS happens in the same distributed transactioen WS-RM protocol reliably transfers
the message to RMD at the server side. Finalljhatserver reading the message from the
RMD and updating the server storage happens instimee distributed transaction. The
middleware software entity that we developed tcapsalate this approach is called Mercury
which implements WS-RM protocol.
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Chapter 1

Introduction

1.1 Background

Updating two data storages reliably is a widelyeegshed area in distributed computing. Most
of the existing solutions follows a queued trarnisacprocessing model. In such a model first
client writes the message stored in its persistesioeage to the request queue within a
distributed transaction and server reads the rédum®s the request queue within another
distributed transaction. If there is a responskeda®ent, server writes the response to response
gueue within the same transaction it read the rmgesaad finally client reads the response
from the response queue within another distributadsaction. This processing model can
operate even with the presence of the node failduesto recovery nature of the distributed
transactions. However these systems may not projpetgr-operate due to use of many

proprietary messaging protocols.

Web services are used to communicate among theogetesous systems by passing SOAP
messages using standard transport mechanisms tige Web services can reliably
communicate by using WS-Reliable messaging spatific(\WS-RM). WS-RM introduces
concepts of Reliable messaging source (RMS) anditel messaging destination (RMD)
between which it guarantees reliable message dglives a result of this both RMS and
RMD can be considered as intermediate queues log aspersistence storage to implement

them.



An inter operable reliable message transferrirgjesy can be made by combining above two
concepts where client writes messages from theispemse storage to RMS within a
distributed transaction and server writes the ngessrom RMD to persistence storage within
a distributed transaction. Reliable communicatietween RMS and RMD is guaranteed by
WS-RM.

1.2 Abstract Problem

Persistence Persistence
storage - : Storage
Network

Client Node Server Node

Figure 1-1 Abstract Problem

This project focus on updating client persistenteragie and server persistence storage
reliably by sending a message in a system showfigrl-1. Assume there are two nodes
called client node and server node with persistestoeages, connected through a network.
How to guarantee both client side and server siokage updates by sending a message from

client node to server node with the presence air&zs in an inter operable manner?

Message provides the necessary information to egdtatserver persistence storage. The term
reliably refers to the exactly one delivery. Thigans there can be no message losses or
duplicate messages. Failures can either be netaorkode failures. For this work web
services and standards are being used as the wieacdsieving interoperability. Further it is
assumed that although it is possible to have nétaod node failures they recover in finite

time and there are no persistence storage failures.

The main goal of this project is to implement a veelovice reliable messaging middleware
which can generally be used in such a situatioritivgra WS-RM implementation from the
scratch means a lot of work. Therefore this propots to re-engineer the existing WSO2

Mercury to solve the above mentioned problem.

WSO02 Mercury is a WS-RM implementation written op of Axis2 by using a state machine
model. However WSO2 Mercury keeps the state of W&RM communication in an in
memory object model. It achieves the persistencsalying this in memory object model to a

persistence storage. Although WSO2 Mercury has esmsfally implemented the state
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machine model, its' in memory model described abdwes not allow it to support user

initiated transactions.

Therefore the main objective of this project cambgowed down to re engineer the existing
WSO2 Mercury code to come up with a storage APIciigsupport user level transactions.
However some of the WS-RM usage scenarios do empiire user level transactions and
hence it is enough to have an in memory storageematierefore above storage APl should

support simple in memory implementations as well.

1.3 Method of study

Implementing a new storage API directly with the @2SMercury can be complex. Further in
such an attempt main focus may not be in the stofd®) design. Therefore this project first
designs the storage API within a simulator. Agdie simulator which is used at the time of
designing Mercury state machine model can be usethét. Then the new storage API can
be implemented in an in memory model with the satarland can be transferred to the actual
Mercury implementation with the necessary refaogrf the Mercury. Finally the storage
APl can be implemented with a persistence storagg @an be tested for distributed

transaction scenarios.
1.4 Previous work

As given in the background section this problem heen solved by using intermediate
gueues. But this project aims to do that using s&tvices and related standards to achieve

interoperability.

Apache Sandesha2 which is another WS-RM specificaimplementation uses such a
transactional data store model. However Apache &dra? does not use a state machine

model and further a transactional storage to sugwan an in memory model as well.

1.5 Expected result

In summary this project aims to come up with aager APl with the necessary WSO2
Mercury runtime architecture which supports botlerukevel transactions and simple in
memory implementations. To prove this point it extpeto have at least two storage API
implementations one for simple memory implementatend other for a transactional
permanent storage implementation. Further it aim$rovide necessary usage scenarios

which uses the distributed transactions to achéexkto end reliability.



Chapter 2

Literature Review

Literature review of this projects spans acrossynanas. One of the obvious areas is the web
services standards and related specifications. ¥éebices primarily use SOAP[3] as the
messaging format. WS-Addressing[10] provides a wagddress end point references in a
transport independent way. WS—Reliable messagiagifigation[8] uses WS-Addressing[10]

to correlate the request and response messages.

There are some set of standard protocols and stta generally support transactions and
messaging. 2PC[7] is the widely used protocol toiee distributed transactions. X/Open
promotes standards for many protocols to improweititeroperability. X/Open distributed
transaction specification[11] standardize the use2B8C protocol. JTA/JTS[12][13] provide

java specific APIs for distributed transactions.

WS-Transaction specifications which includes WS+{@dowmtion[4], WS-
AtomicTransactions[5] and WS-BussinessActivity[6byides means to achieve distributed

transactions using 2PC protocol in an inter-operalay.

Queued transaction processing is used for proggssitmansaction between a client and an
application server asynchronously in a distributadsaction processing environment having

at least one transaction queue manager.



IBM has done some work[14] related to this aredsTicludes their classification of varios
ways to integrate the web services and transactidtgpr is an effort to build a reliable

protocol on top of Http.

Finally there have been many researches for messagated and object oriented
transactions. Further these researches have betander to middleware mediated

transactions[15] which combines the above two cptsc® achieve better transaction support.
2.1 Web service standards

2.1.1 SOAP

Simple Object Access Protocol (SOAP)[3] is a prototo exchange information in a
decentralized, distributed environments developeMlzrosoft and IBM. SOAP can support
to enable remote procedure calls (RPC) over HTTiRguSML. SOAP protocol specification

mainly consists of three parts.
1. SOAP Envelope

SOAP envelope describes what is in the messagh@mdo process it. A SOAP envelope has
a required body part which is used to send theahatessage, and header parts which can be

used to provide the soap envelope processing tigtns.
2. Set of encoding rules

There are a set of encoding rules which specify tioencode application-defined data types
in to XML format. This is important since SOAP pides an inter operable XML based

messaging format.
3. Convention to represent remote procedure callgesmgbnses

SOAP defines a way to encode a RPC invocation stqared the response into a SOAP

envelope. This is used in RPC type service invoaoati

2.1.2 WS-Addressing

Web services can be accessed by sending SOAP maestadheir respective endpoints.
However the endpoint details may depend on thespram protocol. And also there are some
information required by the messaging systems ideorto dispatch messages to

corresponding processes and correlate them.

Web Services Addressing (WS-Addressing)[10] defihes inter operable constructs that
convey information that is typically provided bymisport protocols and messaging systems.
These constructs normalize this underlying infofamatinto a uniform format that can be

processed independently of transport or application
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1. Endpoint references

A Web service endpoint is an entity where Web servhessages can be targeted. Endpoint
references convey the information needed to idgngflerence a Web service endpoint.
Endpoint references are suitable for conveying ittfermation needed to access a Web
service endpoint, but are also used to provideess@s for individual messages sent to and

from Web services.
2. message information headers

This defines a family of message information headéat allows uniform addressing of
messages independent of underlying transport. Thessage information headers convey
end-to-end message characteristics including asidigefor source and destination endpoints

as well as message identity.

WS-Reliable messaging uses WS-addressing headespegify endpoint addresses and

convey message related information.

2.1.3 WS-Reliable messaging
Reliable message delivery is a common concept Bsage oriented communication.

WS-ReliableMessaging specification[8] (WS-RM) déses a protocol that allows messages
to be delivered reliably between distributed apgilams in the presence of network failures.
The protocol is described in this specificatioraitransport-independent manner allowing it to
be implemented using different network technologiessupport inter operable Web services,

a SOAP binding is defined within this specification

The protocol defined in this specification depeogen other Web services specifications for
the identification of service endpoint addresseas @ulicies. This protocol does not talk about
the delivery guarantees and persistence. HoweverRWS implementations can provide

persistence and delivery guarantees using theadaiprotocol constructs.

WS-Reliable messaging is based on a reliable mesaadel which is given below.



Initial Sender Ultimate Receiver

Application Application
Source Destination
Send Deliver
RM Source . RM Destination
Transmit
Transmit » Receive

w Acknowledge

Figure 2-1 Reliable Messaging Model

Following diagram shows the entities and events $imple reliable message exchange. First,
the Application Source sends a message for reliddlieery. The Reliable Messaging (RM)

Source accepts the message and Transmits it amerertimes. After receiving the message,
the RM Destination acknowledges it. Finally, the RMstination delivers the message to the

Application Destination.

Reliable Messaging Protocol ke wal

Establish Protocol Preconditions

CreateSequence()

CreateSequenceResponse( Identifier = http://fabrikam123.com/abc )

Sequence( Identifier = http://fabrikam123.com/abc, MessageNumber = 1)

!
»,

Sequence( Identifier = http://fabrikam123.com/abc, MessageNumber = 2 ) > X
- >

Sequence( Identifier = http://fabrikam123.com/abc, MessageMumber = 3, LastMessage ) __
»

SequenceAcknowledgement ( Identifier = http://fabrikam123.com/abc,
AcknowledgementRange = 1,3 )
Sequence( ldentifier = http://fabrikam123.com/abc, MessageNumber = 2, AckRequested Lj:

SequenceAcknowledgement ( Identifier = http://fabrikam123.com/abc,

AcknowledgementRange = 1...3 )
TerminateSequence ( Identifier = http://fabrikam123.com/abc ) ol
Ll

Figure 2-2 Reliable Messaging Protocol



Following steps illustrates a typical set of megsagassed in one RM sequence and how it

provides fault tolerance. It uses a acknowledgrhased retransmission similar to TCP.

1. The protocol preconditions are established. Theskide policy exchange, endpoint

resolution, establishing trust.

The RM Source requests creation of a new Sequence.

The RM Destination creates a Sequence by retumngigbally unique identifier.

The RM Source begins sending messages beginnifghéssageNumber 1. In the
figure the RM Source sends 3 messages.

5. Since the 3rd message is the last in this exchatige,RM Source includes a
<LastMessage> token.

6. The 2nd message is lost in transit.

The RM Destination acknowledges receipt of messagebers 1 and 3 in response to
the RM Source's <LastMessage> token.

8. The RM Source retransmits the 2nd message. Thia iew message on the
underlying transport, but since it has the sameuesgce identifier and message
number so the RM Destination can recognize it asvatent to the earlier message,
in case both are received.

9. The RM Source includes an <AckRequested> elemerihssdRM Destination will
expedite an acknowledgment.

10. The RM Destination receives the second transmissibnthe message with
MessageNumber 2 and acknowledges receipt of messagkers 1, 2, and 3 which
carried the <LastMessage> token.

11. The RM Source receives this acknowledgment and ssendrerminateSequence
message to the RM Destination indicating that #tgience is completed and reclaims
any resources associated with the Sequence.

12. The RM Destination receives the TerminateSequeressage indicating that the RM
Source will not be sending any more messages,entaims any resources associated

with the Sequence.



2.2 Transactions and messaging standards

221 2PC

Two phase commit protocol[7] is a protocol to supptransactions in a distributed
environment. In a distributed environment there amdtiple participants. These multiple
participants update multiple data sources. Two @r@smmit protocol ensure either these

participants commit or abort atomically.

Two phase commit protocol is executed by a procasd the coordinator process and other
participant processes. As the name suggests twsegttanmit protocol has two phases called
prepare phase and commit phase. Both of theseiparits' life cycles has been defined by
the state transfer diagrams.

Initial ,':'
e

—[.I'Prepsreli .ot PrepareM

Collecti '
E\H 8 _ng "

Yes! and ... and YesN B I W
fCommit]; ...; CommitN .- " {Abortl; ...; AbortN

a7 Ty

I T i
. Committed | | Aborted |
W P &, /

~ T —_—

N //
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Figure 2-3 Coordinator States
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Figure 2-4 Participant States

Before the commit process starts, both coordinamar participants processes are at the initial
state. Commit process starts when the initiatodséhe commit message to the coordinator.
Getting the commit message coordinator sends #@ape message to all the participants and
moves to the prepared state and waits until all rigponses come. When a patrticipant
receives a prepare message from the coordinasends the response as 'yes' and moves to
prepared state if it is prepared to commit or sehdsresponse as 'no' and moves to aborted
state if it is not prepared to commit. Here if atigipant sends a 'yes' response it can't later
say it is not prepared to commit. Once all theipi@ants sends their responses coordinator
can decide either to commit the transaction or taibolf there is at least one 'no' response
coordinator have to decide to abort the transastiéfter that coordinator tells its participants
either to abort or commit and then moves to eittoenmit or abort state. Once the participants
gets the global commit or abort message from tlwedioator it moves to the corresponding

state and sends the acknowledgment back to thelioator.
2.2.2 X/Open distributed transaction standards

X/Open is a independent, worldwide, open systemgaroration which supports
implementation of open systems. In the contexthef distributed transactions, X/Open has
standardize the interface between the Transactianager and the Resource Manager in

order to make them as open systems[11].

X/Open distributed transaction processing (DTP) ehadsumes three software components.
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Figure 2-5 X/Open Distributed Transaction Standards

Application program specify the transaction bouietarand specifies the actions that
constitute the transaction. Resource managers dasvihe resources which application
program updates during a transaction. Transactianager is the main component which
assigns identifiers to transactions, monitor tipeargress and do the transaction completion or

failure recovery.

Out of these interactions X/Open specificationddtrces a standard interface to communicate
between the Transaction manager and the Resountagers. These interfaces are specified

in C programming language.
223 JTA

Java transaction API specification[12] providessaf java interfaces to support distributed
transactions. It specifies the local Java intasabetween a transaction manager and the
parties involved in a distributed transaction systBollowing diagram shows the interfaces it

defines and the relevant areas of those speciitsti
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Figure 2-6 JTA Overview

UserTransaction interface provides the applicatibe ability to control the transaction
boundaries programmatically. The application chtaim user transaction and use begin and

commit method to demarcate the transactions.

Transaction manager interface allows applicatiorveseto control transaction boundaries.

Transaction Manager allows users to begin and comamsactions associated with a thread.

Transaction interface allows operations to be paréal on the transaction associated with

target object. This interface can be used to

1. Enlist the transactional resources in use by tipdicgtion
2. Register for transaction synchronization callbacks

3. Commit or rollback the transaction

XAResource Interface provides a java mapping ofitigistry standard XA interface based
on the X/Open Specification. This interface defirtbe contracts between the Resource
Manager and the Transaction Manager in a distribui@nsaction processing (DTP)

environment.
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JTA specification defines five players which aredlved in a distributed transaction services.
Each of these players contribute to the distributeghsaction processing system by

implementing different sets of transaction API &mactionalities.

1. A transaction Manger provides the services and gemant functions required to
support transaction demarcation, transactionaluregamanagement, synchronization,
and transaction context propagation.

2. A application server provides the infrastructurguieed to support the application run
time environment which includes transaction stasmagement.

A resource manager provides the application adocassources.
User application which uses the transaction pravigethe application server.
A communication resource manager supports tramsaatontext propagation and

access to the transaction service for incomingaangdoing requests.
2.3 WS-Transactions

WS-Transactions defined in three specifications. -@é8rdination defines a common
framework to coordinate web services activities agndifferent web services using different

types of coordinating protocols.
2.3.1 WS-Coordination

WS-Coordination[4] describes an extensible framéwdor providing protocols that
coordinate the actions of distributed applicatioBach coordination protocols are used to
support a number of applications, including thds# heed to reach consistent agreement on

the outcome of distributed activities.

The framework defined in this specification enaldasapplication service to create a context
needed to propagate an activity to other servicesta register for coordination protocols.
The framework enables usage of existing propyetieansaction processing systems while

providing an inter operable mechanism to commuaicat

The following diagram shows typical usage scenafithe WS-Coordination specification to

coordinate the activities among different web s
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Figure 2-7 WS Coordination Framework

Appl sends a CreateCoordinationContext for cootinatype Q, getting back a
Context Ca that contains the activity identifier,Ahe coordination type Q and an
Endpoint Reference to CoordinatorA's Registratenvise Rsa.

App1l then sends an application message to Appzicong the Context Ca.

App2 prefers CoordinatorB, so it uses CreateCoatotinContext with Ca as an input
to interpose CoordinatorB. CoordinatorB createsvia CoordinationContext Cb that
contains the same activity identifier and coordorattype as Ca but with its own
Registration service RSb.

App2 determines the coordination protocols suppdotethe coordination type Q and
then Registers for a coordination protocol Y at otwatorB, exchanging Endpoint
References for App2 and the protocol service Yhis Tarms a logical connection
between these Endpoint References that the pro¥ocah use.

This registration causes CoordinatorB to forwasl ribgistration onto CoordinatorA's
Registration service RSa, exchanging Endpoint Refsys for Yb and the protocol
service Ya. This forms a logical connection betwdese Endpoint References that

the protocol Y can use.
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2.3.2 WS-Atomic transactions

WS-Atomic transactions specification[5] definesaaomic transaction coordination type that
can be used with the WS-Coordination specificatidhis specification describes such

coordination type protocols which can be used withshort lived atomic transactions.
Completion

This protocol is used to communicate between thiator and the coordinator. Initiator starts
the commitment processing by sending a commit ngessafter that coordinator starts the

volatile 2PC and proceed to durable 2PC. Thenittaé fesult is send to the initiator.
Two phase commit protocol

Two phase commit protocol is used to perform tloenit transaction among the participators.
This protocol ensures all the participators conaes final decision. There are two variations

of this protocol.
1. Volatile two phase commit

Used with the participators who use the volatikorgces such as memory cache.
2. Durable two phase commit

Use with the participators use the durable reseusoeh as databases.

2.3.3 WS-BussinessActivity

Similar to WS-Atomic transactions specificationstlsipecification also defines coordination
types and protocols to be used with WS-Coordinagjpecification. These coordination types
typically has to be used with the long running s@etions. There are two coordination types

and protocols has defined in this specification.
Coordination types

There are two coordination types have defined Witk specification called atomic outcome
and mixed outcome. In the atomic outcome coordimatype all the participators either end
up with end state or compensated state while inrtixed outcome mode participators and be

end up within any state .
Coordination protocols

There are two types of coordination protocols d&finwith this specification called
BusinessAgreementWithParticipantCompletion and
BusinessAgreementWithCoordinatorCompletion. Thenfar protocol initiation starts by the

participant while for the latter it is started etcoordinator.
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2.4 Queued Transaction processing

Client
Server
Receive Request
Y
i, ey """
: . N | s Ly "-'-"'T"""ﬁ""" """""
i Begin TX —H 4 Enqueue i rnaaction 2 i T
; N \\."""i"'— {QueueManager ! DB TX
Transaction 1 ! 1 wirk

\
5 ||||||||||||1|||||||||||
¢ Commit TX 1 TransactionRequesiCQueue ' e Dequeus A
; Begin Global TX *+— “
i Begin TX : : !
.

= Enjueus

E Transaction 3
E 4 -
;Rcmm Result i Commit Global TX
. ) /:

Display 41 b Commit TX
Resulr H

User Application

Figure 2-8 Queued Transaction Processing

Queued transaction processing is used to procassatrtions in a distributed environment
asynchronously. This happens within three transacdtioundaries. Firstly user application
creates the request message and enqueues thetremssage to request queue within a
transaction. After that server dequeues the mesgageess it and enqueues the response to
response queue within another transaction. Finadlgr application dequeues the message

from the response queue.

2.5 Different types of reliable web services

2.5.1Using Message Oriented Middleware for Reliable Web Services
Messaging.

Web services are applications that are describgloljghed and accessed over the web using
open XML standards. Different Message Oriented Nead@re can be used with web

services. Reliable communication is one of the mgtortant aspects of any application.

There are five ways that an web service can use MOM
1. Messaging Middleware Reliability

Messaging middleware is specialized software thaepts messages from sending processes
and delivers them to receiving processes. The timziple styles for MOM is centralized and
distributed.
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2. Aspects of reliability

The main aspect of the reliability is to tolerabe hetwork failures. MOM can tolerate the
network failures by repeatedly sending the messagieit is acknowledged by the receivers
component. In addition to acknowledged deliveryjdened delivery is another aspect of
reliable messaging. Further important aspect débgity is the integration of a message
delivery in a larger processing context. There®mfOM should be able to group a message

with other messages and other process activities.
2.5.2 Three facets of Reliability
1. Middleware endpoint to endpoint reliability

A message once delivered from an application taxthesaging middleware, is guaranteed to

be available for consumption by the receiving pssce
2. Application to middleware reliability

The middleware's messaging API, supports religbpitoperties such as message delivery

guarantees, message persistence and transactiessagmg.
3. Application to application reliability

Sending and receiving applications engage in t@msal business processes that rely on

application-to-middleware reliability and middleveagndpoint-to-endpoint reliability.

2.5.3 Reliable messaging for web services

This describes five different ways in which a welvice can use the MOM for a reliable

communication.

1. SOAP (with or without a reliability protocol like B/ReliableMessaging) is used with
an unreliable transport (like Http); reliability oteanisms are implemented on the
application/SOAP messaging layer.

2. A Reliable transport like HTTPR is used for SOAPssaging

3. A Reliable, proprietary middleware system like IBWebsphere MQ is used for
SOAP messaging.

4. A Reliable messaging standard like JMS is used SGAP messaging. A JMS
implementation is required

5. A Reliable proprietary middleware system like IBMeWpshere MQ is directly used
independent of SOAP
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2.5.4 Assessment

Middleware endpoint to endpoint reliability

The middleware endpoint mediation essentially sefer the idea that messages are stored

locally on the sender and receiver sides beforeafted they are being sent.

1.

Option 1 does not provide this reliability since FH is not reliable. HTTP does not
provide the status of the message on a connectiturd. Therefore either SOAP
messaging layer or application layer should protdereliability.

SOAP over HTTPR provides the middleware endpoimrdpoint reliability. HTTPR
persists the messages at the sender and recelesr si

SOAP over MQ also provides the middleware endptmnéndpoint reliability. The
middleware endpoints are message queue managevilgatoby the messaging
middleware product. Unlike in the HTTPR case hére message delivery pattern is
asynchronous.

SOAP over JMS requires a JMS implementation. Depgndn the JMS
implementation it provides the reliability.

This option also supports the reliability since erithe MOM is reliable. Adapters

must be used at the each side to send and rechiieméssages at each side.

Application to Middleware reliability

Application to middleware reliability refers to thesliability features provided by the

middleware's application to endpoint interface.sThicludes message delivery guarantees,

fault tolerant invocation, the ability to atomigalroup messaging operations with other

application actions.

1.

When using SOAP over HTTP the reliability mecharssmay be implemented as
part of the application. Application can transaaéily coordinate with the message
store to guarantee the reliability.

For options 2 — 4 applications can't communicaagdactionally with MOM message
store without using the MOM specific APIs.

For last option application to middleware relidlilrelates to the direct use of the

underlying middleware's API and its reliability feees.
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Application to application reliability

Application to application reliability can be achésl in two ways.

1.

In direct transaction processing, an agreemenbpobis used to directly include one
application's transaction processing as part ofthemoapplication's transaction
process. Here both applications interact with #raesglobal transaction.

In Queued transaction processing two intermediate stores can be used for sending
and receiving messages. There are three transactiolve in communication
between two applications. First transaction comrtfits message to sending data
store. Then the receiving application reads thesagss from there and commit back
to the second storage. Finally original sendindiaegiion reads the response message

from the second storage.
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2.6 Transactions and messaging

Messaging can be integrated with the object traimsecin different ways. This paper[16]

pointed out such for patterns possibly used.
2.6.1 MQ Integrating Transactions

MQ Integrating transactions do the reading messtigasthe queue, updating the distributed
object and writing the response message back tgubkee in the same transaction. But this
transaction corresponds only a part of the glafaasaction.

local InputQueue 02

e O1

local OutputQueue 03

Figure 2-9 MQ Integrating Transactions

2.6.2 Message delivery transactions

Message delivery transactions integrates the messhgiivery model into distributed
transactions. It allows clients to send the messagynchronously while doing the other
distributed object transactions. Message delivemjuifes can be observed and abort the
transaction accordingly. If there are messagesdyrsent then compensation messages can

be send.
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Figure 2-10 Message Delivery Transactions

2.6.3 Message processing transactions

Message processing transactions integrates theagegsocessing model to the distributed
object transactions. This enables the asynchronemsest processing between transactional

distributed objects. The transaction is not coneditintil the response is received.
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Figure 2-11 Message Processing Transactions

2.6.4 Full messaging transactions

Full messaging transactions refers to the systerithwhas both the message delivery

transactions as well as the message processirgattaoms.
2.7 Middleware mediated transactions

There are two widely used transaction processistesys called. Object oriented transactions
and message oriented transactions. Object oriemdedactions happens in a synchronous
blocking way . Further object oriented transactiosss 2PC protocol to achieve the atomicity
of the transactions. In message oriented tramseconly enqueuing and dequeuing messages
are done transactionally. Therefore message edetansactions does not preserve the

atomicity.

Middleware mediation transactions[15] suggest a teagrovide the end to end transactions
while keeping the advantages of the message menlieinsactions. It provides some end to

end checking at the middleware layer.
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2.7.1 D-sphere

D-sphere[17] is one of the implementations of thiddieware mediation transactions. D-
sphere provides the end to end reliability by pdowg an middleware to the user which

manages the end to end transactions. Followingdiyghow how it works with and without

D-sphere.
Appl | App2
‘“\12',. 41
DB1 —‘ 1T DB2
Q2
— — —>
L
Tx1 Tx2
% = -
CTx1 CTx2
Figure 2-12 Application Without D-sphere
App2
> DS
B ‘: \ DB2
Q2

D-Sphere

Figure 2-13 Application With D-sphere
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D-sphere architecture supports above requiremgnigdviding a middleware layer to users

which manage transactions internally.

Message Sender,
Transactional Client

Message Receiver _‘

DS_begin |
DS _commit
DS abort
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D-Sphere API

D-Sphere Management
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Figure 2-14 D-sphere Architecture
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Chapter 3

Methodology

3.1 Previous Solution

—
Persistence Persistence
Storage | T4/commit/ Storage
1/commit :
Client Program [ Server Program

! 1

Figure 3-1 Previous Solution

-25-



Fig 3-1 shows the probable way of solving the abpweblem with the original WSO2
Mercury implementation. First the client prograns ha read its' persistence storage within a
transaction, build the message in memory and cortimittransaction. Then it gives the
message to RMClient which again has to start ss&@on and commit the message to RMS.
Once the message stored at RMS it reliably traresfeto the RMD by the WS-RM protocol.
At the server side RMReceiver receives the messatign a transaction from the RMD,
build the message in memory and commit the traimsadtinally server program commits the

message to server persistence storage within sairtian.

This model reliably operates with the presenceedivork failures since WS-RM protocol can
handle it using retransmissions and acknowledgesné&nit if the client node fails after first
transaction being committed to the client storage laefore RMClient commit it to the RMS
then the message can be lost. Same failure cam attle server side as well. On the other
hand if the first transaction commits after the oget transaction there can be duplicated

messages.

3.2 Proposed Solution

Persistence 7 Pefs-i§t§r_rce
Siorage . Storage .

- I

Figure 3-2 Proposed Solution

Fig 3-2 shows the proposed solution with the disteéd transaction support to address the
node failure scenarios. Unlike in the previous agas& client uses a distributed transaction to
update both client storage and RMS storage. Cbaht commits to the transaction manger
and if client node fails when this commit happehs,recovery process of the 2PC ensures the
atomicity of the transaction. Similar process hayspat the RMReceiver as well. At the server
side server program transaction has to particigaedistributed transaction started by the
RMReceiver and again node failure handle by thewery process of the 2PC protocol.
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3.3 Alternative Solutions

3.3.1 Integrate WS-RM protocol with the client storage an  d server storage

by taking them as RMS and RMD

B gz \m___,_n__,___,g”
Persistence Persistence
Storage L g Storage
o WSREM -

BRMS RMD

Figure 3-3 Integrate Persistence Storage with RM $tages

Fig 3-3 shows a possible solution for this problena specific way to a given problem. For
this solution distributed transactions are not meglisince RM protocol tightly integrated to
the client and server storages. But the advantafgibss type of approach is less since it does
not try to solve the problem in a generalized vilgye focus of this project is to come up with

a middleware which provides the WS-RM functionaliyany application.
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3.3.2 Use the same transaction to update both application level storages

and WS-RM storages

Persistence

Persistence
Storage

Siorage
\ T e

Client Program Server Program

Figure 3-4 Using the same Transaction

Fig 3-4 shows a special case of using same trdosatd update both application level

storages and the WS-RM storages. In order to usestienario WS-RM storages should be
there with the same application storages. Therdfigemay not be useful when integrating
message receive functionality with different st@wgand different application servers.
Although this functionality can be provided withetlproposed storage APl based Mercury

implementation, this project only focus on thetritisited transaction based solution.
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3.4 Solution Architecture

3.4.1 State machine model

WSO2 Mercury is based on a state machine modeleMher state is kept in objects called
RMSSequence, RMDSequence and InvokerBuffer. Thig shachine model is based on the
fact that various external events change the sthiach object. Further a set of workers
namely RMSSequenceWorker, RMDSequenceWorker arakérBufferWorker performs set
of actions based on the state of the object. It sm® assume any order of the events. If a WS-
RM message get lost while transmitting through nieéwork, only the event which would
have occurred get lost while system state remaanses Therefore system operates in the

previous state which causes the retransmissiomsbhiessage hence achieving reliability.

RMSSequence

LHAITY
avud

A

CAR RMSS@qUEﬂDq

Figure 3-5 RMSSequence Events

Fig 3-5 shows the possible events that would chahgeRMSSequence state. These events
namely create sequence response receive (CRR)mkstage receive (LMR), application
message receive (AMR) and receive acknowledgenoerallf (ACKALL) can either cause by
the application client or network message recept®MSSequence state depends on four
factors called sequence started (SS), message uffer (MIB), last message receive (LMR)
and terminate message send (TMS). These four facteate possible sixteen states but only

seven states are valid as shown in the Fig 3-6.
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Figure 3-6 RMSSequence States

Fig 3-7 shows the complete state transition diagwath the set of valid states and events
which change those states.
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Figure 3-7 RMSSequence State Machine
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Figure 3-8 RMDSequence Events
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Fig 3-8 shows the possible events that would chahgeRMDSequence state. These events
namely application message receive completing thguence (AMR(SC)), application
message receive without completing the sequence RE@MC)), last message receive
completing the sequence (LMR(SC)), last messageivieavithout completing the sequence
(LMR(SNC)) and terminate message receive (TMR) wotduse by the message receive
from the network. RMDSequence state depends onfémtors called first message receive
(FMR), last message receive (LMR), every message rbaeeived (EMR) and terminate
message receive (TMR). These four factors formsiplessixteen states but only five states

are valid as shown in the Fig 3-9.
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Figure 3-9 RMDSequence States

Fig 3-10 shows the complete state transition diagwath the set of valid states and events

which change those states.
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Figure 3-10 RMDSequence State Machine
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Figure 3-11 InvokerBuffer Events

Fig 3-11 shows the possible events that would ohdhg InvokerBuffer state. These events
namely last message receive (LMR), application agessreceive (AMR) and send all
available messages to application (SAM) can cays¢hb messages receive through the
network or the invoker which sends the messagepplication layer. InvokerBuffer state
depends on three factors namely messages in ther IfMAB), last message received (LMR)
and every message send (EMS). These three factons fpossible eight states but only four

states are valid as shown in the Fig 3-12.
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Figure 3-12 InvokerBuffer States

Fig 3-13 shows the complete state transition diagnath the set of possible states and events

which change those states.

Figure 3-13 InvokerBuffer State Machine
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3.4.2 Run time Architecture

WSO2 Mercury is a WS-RM implementation written op bf Apache Axis2. Apache Axis2
provides a set of extension points called handlEngse handlers forms the Axis2 Engine
execution chain and can be deployed as modulesefline WSO2 Mercury in other words is
an Axis2 module. A typical Axis2 message sendstaith the application client which
calls the service client. Then the message is gadseugh the Axis2 Engine handlers and
finally is sent to the network using the transgamder. At the server side message is received
by the transport receiver. After that it invoke® tAxis2 Engine where message is passed
through a set of handlers and finally receiveshat message receiver which invokes the

application at the server side.

WSO02 Mercury consists mainly of two handlers callédiercuryOutHandler and
MercurylnHandler which are used at out and in flaespectively, and a set of workers called
RMSSequenceWorker, RMDSequenceWorker and InvokéeBdorker which read the
respective storages and perform the appropriaiendssed on the state.

Next set of scenarios shows the runtime architeat@cessarily with the persistence storage
which uses transactions to read/update storagkoddih in memory storage does not support
transactions it is also has the same runtime aaite.

In Only Messages

©3 D Wewuourder 3 | |J 0 Wewayirender > )

o oo T
_h_

Application Client
Application Server

e
B
(€ Meruyintander & { _r:ﬂ‘

Figure 3-14 In Only Messages Runtime

Fig 3-14 shows the runtime execution for an in angssage scenario. Mercury receives the
message from the Application client at the Mercuriidandler, creates a sequence if it
already not there and stored the message in the. RRBISSequenceWorker picks this

message and invokes the MessageWorker. Messagei\&mkds this message through the

rest of the handlers and finally the message besm to the network through transport
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sender. At the server side transport receiver tipgtsmessage and invokes the Axis2 Engine.
Mercury receives the message at the MercurylnHandiech updates the RMD and stores
the message in the InvokerBuffer. Then InvokerBufferker picks this message from the
InvokerBuffer and invokes the rest of the handkerghat ultimately message receives at the

application at the server side.

Reliability of the WS-RM protocol is achieved byremsmissions and acknowledgments as in
any other reliable protocol. A separate workerethlRMDSequenceWorker is used to send
acknowledgments back to the client side. Upon virngian acknowledgment client side
updates its' state as message has successfully. sémd shown in the figure,
RMDSequenceWorker reads the RMD state and sendsclamowledgment message using
MessageWorker which generally is used to send aegsage. At the client side Mercury

picks this message using the MercurylnHandler anddates the RMS.

Although it is not shown in the diagram RMSSequ#toeker sends the create sequence
message when establishing the sequence and seadterthinate sequence message to
terminate the sequence. Similarly RMDSequenceWakeads the create sequence response

message according to the state of the RMD.

How this architecture supports user transactions?t As shown in the Fig 3-14 it does not
keep anything in memory. Any event reads and ugdate storages using a transaction which
is at the serializable isolation level. Thereforey aipdate is not visible to other threads or

workers until the transaction commits successfully.
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Figure 3-15 InOut Messages Runtime

Fig 3-15 shows the run time architecture for anutscenario. The response path is similar to
request path where the message receiver at ther side initiates the response message flow
and it is ultimately received by the Axis2 callbadkis axis callback is registered by the

application client when sending the message.
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Fault Handling
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Application Server

Figure 3-16 Fault Handling Runtime

Fig 3-16 shows the run time architecture for faudindling. In a fault scenario message

receiver throws an AxisFault which Mercury takesaasapplication fault. This exception is

captured at the InvokerBufferWorker level and iistfiroll backs the original transaction used

to invoke the application. After that InvokerBufféoker starts another transaction and sends

the message using fault out flow. Client side sderia similar except the message is received

at the in fault flow.
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3.4.3 Storage API

RMSSequenceManager
5
o S
RMDSequenceManager 5 ‘E.'%
o
InvokerBufferManager

Storage Manager

Figure 3-17 Storage API

Storage API mainly consists of a set of Managegrfates namely RMSSequenceManager,
RMDSequenceManager and InvokerBufferManager, Dasaster classes, Transaction

interface to handle transactions and a top lev@laBeManager Interface which provides the
access to other interfaces. StorageManager Ineegeavides the methods to get transactions
and manager objects which provides the methodsaoage respective storages. Before
accessing the manager objects, the accessing tereadd start a transaction by getting a

transaction from the storage.

This storage API provides the explicit support mapiement in memory and persistence
storages in different ways. For an in memory sterdigere is one set of manager objects for
each sequence. The manager object for a partiedguence can be found using the
parameters being passed to manager object acceb®dne On the other hand for an
persistence storage there can be one set of maobiget for each sequence. In this case the
correct storage dto object for a particular seqagaaetermined by the parameters passed to

storage dto access method in the manager interface.
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InMemory Implementation

InMemory Transaction

InMemory StorageManager

Figure 3-18 InMemory Implementation

Fig 3-18 shows the in memory storage design forcMigr In memory storage keeps a
separate sequence manager object for each secmthdekeeps these objects in three hash
maps called iSKRMSequenceManagerMap, sequencelDRIgDEhceMangerMap,
sequencelDInvokerBufferMap. A sequence managercohbjgs a lock and another object to
keep the details for the sequence manager objatt. sequence manager object can be
retrieved from hash tables giving the key as thampater. But before accessing the sequence
manager object the corresponding transaction hasdwoire the lock for that object.

Synchronization
For proper state machine execution only one thoeedupdate the sequence at a given time.

Hence it is required to synchronize the state nmechir sequence manager objects. Two phase
locking is used to synchronize the sequence maraigjects where a transaction acquires the
locks when accessing objects and releases them aigommit or a rollback. A transaction
always acquires sequence managers in the order ®DSRquenceManager,
InvokerBufferManager and RMSSequenceManager tadadeadlocks.
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Persistence Implementation

Figure 3-19 Persistence Implementation

Fig 3-19 shows the important components of theigtersce storage. It has a connection
manager which is used to create either normal daltonnections or xaConnections to
database. There are two types of transactionsdcald8CTransactions and JTAThransaction.
A JDBCTransaction contains a normal database cowoneevhere as a JTATransaction
contains an xaConnections. Once a thread requéstssaction persistence storage access the
connection manager and creates the requested tgpsattion. Unlike in the in memory
model, persistence storage manager keeps one sstqolence manager objects for all
sequences. All sequence managers use a set of biegges called table mappers to create sql
gueries for dto objects and to create dto objetis fresult set objects. Sequence manager

objects gets the connection object to use frontttead local.

Synchronization
Again for proper state machine execution only diwead hence a transaction can update the

sequence state. This can be achieved by settingstietion level of the transactions to
TRANSACTION_SERIALIZABLE . This isolation level celeads to deadlocks.

First there can be deadlocks due to different oodeéable access. This has been solved by
always accessing the RMDSequenceManager relatéss thtst, then InvokerBufferManager
related tables and finally RMSSequenceManager egléhbles. One transaction may not
acquire all sequence manager objects but if itiregut has to access in the given order.
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At TRANSACTION_SERIALIZABLE isolation level a tragaction has to acquire a writer
lock (an exclusive lock) to update a table. A wrikeck can only be acquired after all the
other transactions release the reader lock at aniioon a rollback. This gives another type of
dead lock if two transactions try to read and updatable concurrently. Since both can not
release the reader lock until write. This problean only be solved by acquiring an exclusive
lock at a read. An exclusive lock can be acquiretthe read time by using 'select for update'

statement.

Mercury persistence storage uses above two teabsitpuachieve synchronization avoiding

deadlocks. It has been tested with an embedded/Diethbase with row level locking.
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Database design

Figure 3-20 Database Design

Fig 3-20 shows the underline database design feigtence storage. It contains a separate set
of tables for each sequence manager in order til @eadlocks by accessing them in a clear
order always.
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3.4.4 Other issues and solutions
Starting the terminated sequences at the clientsid e

Client node can fail while sending a sequence odsmges. Therefore for application client
there is no way to know whether it properly terntéththe sequence or not if the client node
fails just after sending the all the messages @hge happens only when there is no explicit
last message but application client sends a tetmimgssage to Mercury). As a solution to
this problem Mercury sends an explicit terminatmal for all the sequences that has not been
terminated. If the application client has not setidthe messages then it can start a new

sequence and send the remaining messages.

For in out client scenarios once the client nodls,faddressing dispatch information stored at
configuration context also get lost. And also thisrao axis2 service to receive the messages

as well.

In order to solve the above two issues Mercury wseteployment life cycle listener to
terminate the non terminated sequences, to ad@xis2 service and to register dispatch

information in order to dispatch sequences.
Distributed transaction recovery

Two phase commit (2PC) protocol guarantees theiaiiynof a global transaction even when
node fails. 2PC protocol has a recovery phase tover from the node failures if the
coordinator or any other node fails within the cainpimase. Therefore in order to guarantees
the atomicity of the global transaction the XA implentations should properly support the
recovery phase. However it seems some databasei¥&shave problems with the recovery

phase.
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Chapter 4

Use case scenarios

Mercury can be used to invoke services using botbrily and in out message exchange
patterns (MEP). Although this research work focususer level transaction support it is
designed in a way that it can be used with simpl@eimory implementations as well.
Following use case scenarios are used to demamdiav to use Mercury with different
storage implementation types. WS-RM 1.0 descrilmeadtiressing based dual channel mode
to send and receive messages. Therefore for altase scenarios given here uses addressing
based dual channel mode. There is another spdimficdescribes an piggyback message
based system which uses http back channel to ecedssages. Mercury supports the latter

kind of invocations only with the in memory implentations.
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4.1 InMemory

Client Program Server Program

Figure 4-1 InMemory Invocation

InMemory invocation is the most simple way of usigrcury. It does not requires to do
anything other than the engaging the Mercury modslén any other module engagement.
Mercury uses in memory implementation as the defatdrage. Messages can be send
through a tcp monitor and start and stop chanmelsrder to prove the reliability with the

presence of network failures.

4.1.1 In Only invocation

ConfigurationContext configurationlontext =
ConfigurationContextFactory. createlanfigurationContextFromFilesvaten(
AXIS2 REPOSITORY_LOCATION, AXIS2_CLIENT CONFIG_FILE);
ServiceClient serviceClient = new ServiceClient{configurationContext, nulll;
servicellient.setTargetEPR{new EndpointReference"http://localhost:8088/axis2services/InMemoryInService™));
seryiceClient.getlptions).setaction "urn: InMemory InOperation™);
serviceClienk. engageModul e “"Mercury™);
seryiceClient.getlptions().setlseseparatelistener{true];
seryiceCTient.getlptions (). setProperty(MercuryCTientConstants. INTERNAL_KEY, “Keyl™);
for (int i = 1; i < 20; i+ {
seryiceClient. firedndForget (getTestOMET enent {il);
try {
Thread, s)eep {10007 ;
1+ catch (InterruptedException e) {
1
+

MercurvClient mercuryClient = new MercuryClient{serwiceClient);
mercuryClient.terminatesequence(“keyl™);

Figure 4-2 In Only Client

It uses a service client object to invoke the smErvFirst it creates a configuration context
pointing to an repository location. Then it sete thndpoint reference and soap action
associated with the operation as in any Axis2 tliemocation. After that it engage Mercury
module in order to make this connection reliablereHinMemorylnService should also have
engaged the Mercury module. It sets the useSepéester parameter to make this a dual
channel invocation. Mercury uses the internal keayrameter to distinguish messages
belonging to different sequences. After setting th® necessary parameters it sends 20

messages and finally terminate the sequence bkiimydhe terminate sequence method.
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4.1.2 In Out Invocation

ConTigurationContext configurationContext =
ConfigurationContextFactary. createlonfigurationContextF romFilesystemi
AXIS2 REPOSITORY_LOCATION, AXIS2 CLIENT CONFIG_FILED;
ServiceClient serwicellient = new ServiceClienticonfigurationContext, null);
seryiceClient.setTargetEFR{new EndpointReference("http://1ocalhost: 8088/ axis2/services,/ InMemory InDutService™));
seryiceClient. getOptions ). setdction{"urn: InMemory InQutOperation™);
seryiceClient. getdptions().setlseseparatelistener (true);

serviceclient. getOptions().setPropertyiMercuryClientConstants. SEQUENCE (FFER, Constants. VALLE_THUE);
serviceClient. engageModul e {"Mercury ™) ;
for (int 7 = 1; 1 < 20; i+ {

senddsynchaornousMessage{servicellient, 1, "Keyl"™);

try {

Thread, s1eep(10007;

1 catch (InterruptedException e} {

¥
H

MercuryClient mercuryClient = new MercurvClientiservicellient);
mercuryClient. terminatesegquence "Keyl"™);

Figure 4-3 InMemory In Out Client

WS-RM supports in out invocations by establishimgp tRM sequences for in and out
message sequences. For incoming sequence an sequaemntifier can be offered when
sending the createSequence message for out sequantd@s sample client it sets the
sequence offer to ask Mercury to send a sequerfee wfth the createSegence message.
Unlike in the in only scenario it does an asynclrm in out invocation using the

sendAsynchronousMessage method.

private void sendiswnchornousMessage(ServiceClient serviceClient, int i, 5tring key) throws AxisFault {
serviceClient.getOptions{d.setProperty(MercuryClientConstants. INTERNAL _KEY, key);
AxisCallhack axisCallhack = new &xiscallback() {
public void onMessage(MessageContext msglontext) {
Systemn.eab. printin(“Got the message ==: " + msglontext.getEnvelope(d. getBody (. getFirstElement{d0;
¥

public void onFault(MessageContext msgContext) §
System.oul. printin{"Got the fault === " + msglontext.getEnvelope(d.getBodyd.getFault (). gethetail (3d;
¥
public void onError(Exception e) {
e.printstackTrace();
¥

public void onComplete() {

¥
+
serviceClient.sendReceivelNonBlocking (getTestOMETement Ckey + ™ ™ + 1 + * ™3, axiscallback);

Figure 4-4 SendAsynchornousMessage Method

It sets an Axis Call back object to receive the sages and do an asynchronous invocation so

that it can send the out messages without waitinghle incoming sequence.
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4.1.3 Fault Handling

public class InMemoryFaultMessageReceiver extends AbstractInOutMessageReceiver |

public void invokeBusinessLogic({Messagelontext inMessage, MessageContext outMessage)
throws AxisFault {
Sweten.put. printin{"Sending the fauli message™);
AxisFault axisFault = pew AxisFault("TestError message™);
axisFault. sethetail (getTestOME] ement {inMessage. getEnvelope (). getBody (). getFirstElenent (). getText(13];
throw axisFault;

¥

private OMElement getTestOMElement{5tring Textli{
OMFactary omFactory = OM&bstractFactaory. gertiMFactary(l;
OMNamespace omNamespace = omFactory.createlMianespace(“http://wso2.org/templ™, “ns1™);
OMETement omElement = omFactory.createOMElement{"TestErrorElement™, onlanespace);
onElenent. setText ("Reply " + text);
return onElement;

Figure 4-5 Fault Message Receiver

Fault scenarios has been implemented by using aageseceiver which always sends an
AxisFault. Mercury sends application level excepsioeliably by using the response message
sequence. When an application exception receivabheatinvokerWorker it rollbacks the

transaction used to invoke the business logic aadssa new transaction to send the fault

message.

4.2 Persistence

APPLICATION APPLICATION

Figure 4-6 Using Persistence Storage

Fig 4-6 shows a sample persistence storage usatyaensfer set of messages stored at the
APPLICATION_CLIENT storage to APPLICATION_SERVERosage. This configuration
works even with the presence of node failures ¢tat and stop client or server) but there can
be message losses if the node fails at the stalgessewnessage only resides in memory.

=49 -



In order to use a persistence storage it has toobégured at the axis2.xml file both at the

server and client side. We use Apache Derby aartberlying database.

<parameter name="storageManagerC]ass”>org. wso2.mercury .storage. impl.persistence.PersistenceStorageMeanager</paraneter:
<moduleConfig name="Hercury">
<parameter name="tb.connectionstring”>jdbc:derby: /home/amila/msc/project/mercury,/modules/demo,/persistence/client/database/MERCURY_DB- /parameter:
<parameter name="db.driver">org.apache.derby.jdbc.EmbeddedDriver< /paraneter:
<parameter name="db.user”></parameter:>
<parameter name="db.password”:</parameter:
</moduleConfig>

Figure 4-7 Persistence Storage Configuration

4.2.1 In Only Invocation

ConfigurationContext configurationContext =

ConfigurationContextFactory. createConfigurationContextFromFileSystean(

AXIS2 REPOSTITORY LOCATION, AXIS2 CLIENT CONFIG FILE);

SerwiceClient serviceClient = new ServiceClient{configurationContext, null);
serviceClient. setTargetEPR{new EndpointReference{"http://1ocalhost: 8088 /axis2/services/PersistencelnService™));
servicellient.getlptions ). setAction{"urn:PersistenceInlperation™);
serwiceClient. engagedodule"Hercury™);
serviceClient.getlptions (). setlseSeparatelistener(truel;
serviceClient.getOptions{).setProperty(MercuryClientlonstants. INTERNAL _KEY, "keyl™);

Aeread The wessages Trom the data base and send thew
Connection conhectioh = gethatabaseConnectionl;

Statement statement = connection.createStatenent();
String sglString = "select ID_C from TEST SEND DATA T where IS SEND C=0";
ResultSet resultSet = statement.executeluery({sqlString);
List<Long> messageNunbers = new Arraylist<Long>();
while (resultSet.next)) {
messagelumbers. add{resultset.getlong®ID_C")7;

1
resultset.close(];

for (long messageID : messageNumbers) §

STring guerystring = “select * from TEST_SEND_DATA_T where ID_C=" + messageID;

resultSet = statement.executefuery{gueryStringd;

if {resultSet.next{)) {
String message = resultSet. getString("HESSAGE C");
String updateString = “update TEST_SEMD DATA_T set IS_SEND_C=1 where ID_C=" + messagelD;
statenent. executelpdate{updatestring);
Swstem.out.println("Sending message " + messagelD);

try {
Thread. s1eep (10007 ;
T catch (InterruptedException e} 4

serviceClient. firesndForget (getTestOMETement{message);
}

statenent.closell;
connection.closed);

MercuryClient mercuryClient = new MercuryClienti{serwviceClient);
mercuryClient.terninatesequence"keyl™);

Figure 4-8 Persistence In Only Client

As shown in the Fig 4-8 first it reads availablessege numbers to be send within a separate
database connection. Then for each and every neegsgets the message from the database
record and updates message as send. Since we bawetnthe auto commit to false,
executeUpdate statement commit the transactionraitoally. After that as in the in memory
case it sends the message. If the client nodevi#ille it sleeps then this message get lost at

the client side.
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protected void invokeBusinessLogic(MessageContext messageContext) throws AxisFault
String message = messageContext.getEnvelope().getBody (). getFirstElenent (). getTexti);
Systen. put.printin("Got the spap message ==> " + Nessage);

s Lpdate the database

Connection connection = getDatabaseConnection();

try {
Statement statement = connection.createStatemnent();
String insertQuery = "insert into TEST_RECEIVE_DATA_T (MESSAGE_C) values ('™ + message + "'}";
statement.execute{insertiuery, Statensnt.RETURN_GENERATED KEYS);

statement.closed;
connection.closei];

T catch (5QLException e) {
e.printStackTrace();
t

Figure 4-9 Persistence In Only MessageReceiver

At the message receiver it saves the message taIBRPION_SERVER database within a
transaction. Before sending this message Invokekéfareads the message from the RMD
and starts a transaction but commit it after inugkihe business logic. Therefore duplicate

message can result if server node fail before iaMiorker commits the transaction.
4.2.2 In Out Invocation and Fault Handling

Both In Out and Fault handling clients are almagia to the in memory cases but they read
the messages from the database and update befoliagéhem as given in the in only case.
The only difference is that persistence invocatiosess concrete AxisCallback class to receive
the messages. This is useful when a client nodarteshile transmitting a sequence of
messages. Then Mercury can create an instancdllidalaand register it at the Axisoperation

callback receiver.
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public void onMessage(MessageContext msglontext) {

String message = msglontext.getEnvelope().getBody().getFirstElenent (). getText();

Swsten.pui.printin("0M Element === " + message);

A7 update the database

Connection connection = getbhatabaseConnection();

try {
Statenent statement = Connection,createitatensnt(l;
String insertQuery = "insert into TEST_RECEIVE_DATA_T {(MESSAGE_C}) walues ('™ + message + "'}";
statenent.executelinsertQuery, Statement.RETURN GENERATED KE¥S);

statement.close();
connection.close(d;

1 catch (SOLException e) {
e.printitackTrace();
H
H

public void onFault{MessageContext msgContext) {
String message = msgiontext.getEnvelope (). getBody (). getFault().getbetail {J.getFirstElenent().getText{);
Sweten.pui.printin ("0 Element === " + message);

A Wpdaro the darzbase
Connection connection = getDatabaseConnectioni);

try {
Statement sSTITement = CoOnnecCTion.Createstatement();
String insertQuery = "insert into TEST_RECEIVE_DATA_T (MESSAGE €} wvalues {"" + message + "'}";
statemnent.execute(insertQuery, Statement.RETURN GENERATED KEYS);

statement.close();
connection.close();

} catch (SOLException e) 4
e.printitackTrace();
H

Figure 4-10 Persistence Callback Handler Methods

4.3 JTA

APPLICATION
CLIENT

APPLICATION
SERVER

Figure 4-11 JTA Invocation

Fig 4-11 shows a sample JTA usage with Mercurgliably transfer a set of messages stored
at the APPLICATION_CLIENT to APLICATION_SERVER ddtase. This configuration
does not loose or send duplicate messages duectvery nature of the distributed

transactions. Here we use the Apache Derby asnHerlying database and the Atomikos
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opensource library to provide the JTA functionalifyhe persistence storage with the jta

connection manager have to be configured botheatliant and server axis2.xml files.

<parameter name="HercuryUselTaTransaction"s>true< /parameter>
<parameter name="storageManager(lass”>org.wso2.mercury.storage.inpl.persistence.PersistencestorageMeanagers< /parameter:
<moduleConfig name="Mercury >
<paraneter name="db.conhectionstring'-jdbe: derby: shome/amila/mse/project/mercury/modul es/demo/ j ta/c1ient/database/MERCURY_DB< /parameter:-
<paraneter name="db.driver">org. apache.derby. jobc. EnbeddedDri ver< /paraneter
<parameter name="db.user"></parameter:-
<paraneter name="db.password”></parameter:
<parameter name="jta.connection.manager.class”>1k.ac.mrt.msc. demo.client. jta. AtomikosITAConnectionManager< /paraneter:
<paraneter name="jta.properties"s
<property name="db.driver">orqg.apache.derby. jdbc.EmbeddedXADataSource< /property:
<property name="databaseName">/home/amila/msc/project/mercury/modul es/demo,/jta/client/database /MERCURY_DB< property:
</paraneter:>
</moduleConfig:

Figure 4-12 JTA Storage Configuration

For jta connections application client program saggu to provide a JTAConnectionManager
which is used to get the transaction manager amthemiion objects. InvokerWorker use
MercuryUseJTATransaction property to decide whetloestart a JTA transaction or not

before invoking the business logic.

-B53 -



public class Atomikos]TAConnectionManager implements JTAConnectionManager {
private static Log log = LogFactory. getlog(Atomikos]TAConnectionManager.class);

private String dbbriver = null;
private Properties properties = null;
private AtonikosDataSourceBean dataSourceBean = null;

public void init(0OMETement jtaFropertiesElement) throws StorageException o

OMETement omElement = null;
String propertydane = null;
this.properties = new Properties();
for (Iterator<OMElement: iter = jrtaPropertiesElement.getChildElements(); iter.hasNext();) {
onElement = iter.nextil;
propertyiamne = omElement. getdttributevalue(new Ohamel™™, "name™));
if (propertyiane. equals{Constants.DE_DRIVER ) {
this.dbDriver = omElement.getText{]);
T else {
properties. put{propertyhamne, omElement.getText{));
+
b

this.dataSourceBean = new AtomikosDataSourceBean();
this.dataSourceBean. setUnigueResourcefane ("MercurybataSource™);
this.dataSourceBean. setXabatasourceClassNane (dbDriver);
this.dataSourceBean. setiaProperties(this. properties);
this.dataSourceBean. setMaxPool Size(5);

2
public Connection gethewlonnection{) throws StorageException {

try {
Cannection connection = this.dataSourceBean.getConnection(l;
return connection;
1 catch (S0LException e} §
log.error(”Can not create the Atomikos connection®™, e);
throw new StorageException{"Can not create the Atomikos cennection™, e);

i

public TransactionManager getTransactionManager() throws StorageException {
try {
UserTransactionManager userTransactionManager = new UserTransactionManagerid;
userTransactionManager.init();
return userTransactionManager;
+ catch (SystemException el {
throw new StoragekException(™Can not imit the Transaction manager®);

b

Figure 4-13 Atomikos JTA Connection Manager
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4.3.1 In Only Invocation

Figure 4-14 JTA In Only Client

First it sets the USE_JTA_TRANSACTION property tag in order to indicate application
client going to perform a jta transaction. When khercury sees this property it invokes the
AtomikosJTAConnectionManager class to obtain thé\ JJonnection resource. Then it
creates an AtomikosDataSourceBean to get the JTAnnemtion resource.

AtomikosDataSourceBean automatically enlist theneation to distributed transaction. After

that it reads the available message numbers towsg#nd a normal database connection. Next
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it starts sending messages one by one. Unlikenoriamal persistence scenario now it starts a
distributed transaction using UserTransactionManafjiger updating the client database and

sending message to Mercury it closes the conneatohcommit the distributed transaction.

Hence it reliably transfer messages stored at ARIION_CLIENT database to RMS.

Figure 4-15 InvokerWorker

If the user has set the MercuryUseJTATransactionpgnty at the axis2.xml then
InvokerWorker checks for this and start a distrfsitransaction before invoking the business
logic and commiit it if there is no exception. Aetmessage receiver it gets a connection from
the AtomikosDataSourceBean in order to enlist taegaction with the distributed transaction
started at the InvokerWorker. In out and fault Hemgd scenarios are almost same as

corresponding persistence case while having abloaeges to support jta.
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Chapter 5

Observations & Results

A WS-RM implementation can be used in different svawith the different types of storages.
The reliability and fault tolerance achieved vaaesording to the type of storage being used.
Rest of the chapter describes some of the obsenstnade with the different scenarios

mentioned in the earlier chapter.

Any reliable messaging framework downgrades thdopmance of sending messages. In
other words reliability is inversely proportional the performance. In WS-RM this is mainly
because initial sequence creation and acknowledgiemessages. Further it takes time to

store the message to the persistence storage taskeeof persistence and jta scenarios.

In memory model provides the weakest form of rdliigb It provides the reliability for
network failures but can't survive with the noddufes. If the node fails it loses all the

messages and sequence state and hence fail t@recov

Persistence model provides better reliability tmmamemory model. It provides the reliability

for network failures. Since it persists sequenagesand messages received it can restart RM
sequences after a node fail. For this project wagkested this model by sending 20 messages
while stopping and starting the client node andgexenode. Although it can recover sequences

we observe some messages has lost. The number ofsages at the
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APPLICATION_SERVER database was less than 20 foonty case. Further number of
reply messages were also less than 20 in APPLICATIKRERVER for in out case.

Persistence storage with JTA support provides #&st teliability. First it provides reliability
for network failures. Further JTA support providés reliability for node failures without
losing any message. For this project work we teted TA support by sending 20 messages
while stopping and starting the client node andesenode. But there were no message loses
either at the APPLICATION_SERVER database or APRATEON_CLIENT database.
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Chapter 6

Conclusion & Future Work

This thesis describes a queued transaction progedmsed solution using web service
reliable messaging in order to guarantee the chae and server side persistence storage
updates. It achieves this goal by re engineeriegM$0O2 mercury with a storage based API.
Hence this project presents a storage API basedRW3mplementation which can support
distributed transactions. It provides a set of ee®e scenarios to describe the way to use the
new Mercury Implementation and prove its pointehability. Sample scenarios uses Apache
Derby as the database for its persistence stonade\eomikos as the library to provide the

JTA support.

The reliability of Mercury is handled by using atst machine model. Although there is a state
machine for WS-RM 1.1 specification there is norsaanodel for WS-RM 1.0 specification.
Therefore the state machine model described heighvigrindependent of the implementation

can be used for any WS-RM 1.0 specification impletaion.

The storage API developed provides explicit supportboth in memory and persistence
storage implementations. This storage API whicimiependent of implementation logic can

also be used with any WS-RM implementation.
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There are some problems with the 2PC recovery thighApache Derby XA driver and other

commonly used opensource database XA drivers. Hewiwestigating deeply into these

problems and finding out XA drivers that properlypport 2PC recovery, goes beyond the
scope of this work and we kept it as a possibleréutvork.

Further research can be done to integrate the WStRkkactions with the application
servers. This allows application developers to grage Enterprise Java Bean Objects

transactions with the WS-RM transactions.

This thesis concentrates only on supporting distet transactions on a WS-RM
implementation. But a WS-RM implementation shouldr@ss a lot of features with different
aspects. Hence we kept adding new features suchpdesmenting WS-RM 1.1 support, use
single threaded invocations for synchronous compaiitin, WS-RM level error handling and

Secure Reliable Messaging as another possiblesfutark.
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